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VYreepxnena [Ipukazom Ne 11 ot 15.08.17

MNOJIMTUKA
00O «IIpozpeccy B OTHOLIEHHH 00PAOOTKH MEPCOHATBHBIX JAHHBIX

TepMuHBI U onIpeJe/IeHust
NepCOHAJIbHBIC JaHHbIC - JI00as MHPOPMAIHs, OTHOCSIIAsICS K IIPSIMO MJIM KOCBEHHO ONPENEJICHHOMY WIIN
ornpezensieMoMy (GU3MIECKOMY JHIy (CyOBEKTY MEepCOHAIbHBIX JaHHBIX);
OIepaTop - TOCYAapCTBEHHBIH OpraH, MyHUIMNAJIbHBIA OpraH, IOpUAWYECKOe WM (PU3UUECKOE JIMIIO,
CaMOCTOSATENILHO WIIM COBMECTHO C IPYTMMH JIMIIAMH OpPraHu3yomue U (WIN) OCYIIECTBISIIONIIE 00padoTKy
MEPCOHAJBHBIX JIaHHBIX, @ TaK)Ke OINpeeisroNnye Iean 0oO0padoTKM NepCOHANBHBIX IaHHBIX, COCTaB
MEepPCOHATBHBIX
00paboTKa MepcoHaIbHBIX JAHHBIX - II000e AeHCTBHE (OTIepanysl) T COBOKYITHOCTE AEUCTBHUH (omepanuii),
COBEPIIAEMBIX C HCIOJNB30BAHHEM CPEACTB aBTOMATH3AIMH WM 03 HCIONB30BAHUSA TAKHX CPEICTB C
MePCOHANTBHBIMA JaHHBIMH, BKIIFOUas cOOp, 3aIlliCh, CHCTEMAaTH3AINIO, HAKOIUICHIE, XpaHCHHE, YTOUHCHHE
(oOHOBIIEHUE, U3MEHEHNE), M3BICUCHNE, MCIIONB30BaHNE, TIepenady (paclipocTpaHeHHe, IPeI0CTaBICHHE,
JIOCTYTI), 00e3MuuBaHue, OJIOKHPOBaHNE, YAalCHHEe, YHUUTOKCHHIE TICPCOHAIBHBIX TaHHBIX;
aBTOMATH3MPOBaHHAs 00padOTKa MEPCOHANBHBIX TaHHBIX - 00pa0d0TKa NePCOHAIBHBIX JAHHBIX C TOMOIIBIO
CPE/CTB BBIYMCIUTEILHON TEXHUKHY;
pacnpocTpaHeHHe IMEPCOHANBHBIX JaHHBIX - JNEHCTBHS, HANpaBJICHHBIE Ha PAaCKPBITHE MEPCOHATIBHBIX
JTaHHBIX HEONPEAEICHHOMY KPYTY JIHII;
MpeIoCTaBlICHNE EPCOHATIBHBIX JaHHBIX - NEWCTBHS, HAIPABJICHHbBIE HA PACKPBITHE MIEPCOHATBHBIX JaHHBIX
OTIpeIelIEHHOMY JIMILY WJIH ONPEAEICHHOMY KpPYTY JIHII
OJIOKMPOBaHNE NIEPCOHANBHBIX JaHHBIX - BPEMEHHOE TMpeKpaleHne 00paboTKH MepCoOHANBHBIX TaHHBIX (32
UCKITFOUCHHEM CITydaeB, eClIi 00paboTKa HeoOXOarMa JJIs YTOYHESHHUS TepCOHABHBIX JaHHBIX);
YHHUYTOKCHHE TIEPCOHAIBHBIX NAaHHBIX - JCUCTBUSA, B pe3yJbTaTe KOTOPHIX CTAHOBHUTCS HEBO3MOKHBIM
BOCCTAaHOBHUTH COJICPKAHHE TIEPCOHANBHBIX JAHHBIX B MH(POPMAIMOHHON CHCTEME TIEPCOHANBHBIX JaHHBIX H
(mmm) B pe3ynbTaTe KOTOPBIX YHUYTOXKAIOTCS MaTepUaIbHBIC HOCUTEIH ITEPCOHATBHBIX JaHHBIX;
00e3JIMYMBaHNE NIEPCOHAIBHBIX aHHBIX - JCUCTBHUS, B PE3yJIbTaTe KOTOPBIX CTAHOBUTCSI HEBO3MOKHBIM 0€3
UCIIOJNIb30BaHMs JIOMOJHHUTENBHON HMH(pOpMaNUU ONpenesuTh NPUHAMICIKHOCTh TEPCOHANBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY MEPCOHAIBHBIX JAHHBIX;
nH(OpMaLMOHHAsT CHCTEMa IEPCOHAIBHBIX JAHHBIX - COBOKYIHOCTh COJEpXKaIlUXCs B 0a3ax JaHHBIX
MEePCOHAIBHBIX JaHHBIX U 00ECIEYMBAIOIINX UX 00PaOOTKY MH(POPMAIIMOHHBIX TEXHOJIOTHH 1 TEXHUYECKUX
CPEICTB;
TpaHCTpaHWYHAS TiepeAada MePCOHATIBHBIX JaHHBIX - Ieperada MepCOHAIBHBIX MaHHBIX Ha TEPPHUTOPHUIO
WHOCTPAHHOTO TOCYIapCTBa OpPraHy BJIACTH WHOCTPAHHOT'O TOCYAAapCTBa, WHOCTPAHHOMY (HU3UIECKOMY
JIIY WA HHOCTPAaHHOMY IOPUINICCKOMY JIHILY.
3akoHogarenbHOM OcHOBOM Hactosuieil [lonutuku sBisitotres Koncturyuust Poccuiickoit ®enepanum,
I'paxxpanckuii, Yronosuslid 1 TpynoBoi koaekcel, deaepanbHblii 3akoH OT 27.07.2006 Ne 152-®3 «O
MEePCOHAJBHBIX  JIAaHHBIX», 3aKOHbI, YyKa3bl, IIOCTAHOBJICHUS, JpPyrde HOPMAaTHBHBIC JOKYMEHThI
JIEHCTBYIOILErO 3aKoHoAaTenbCTBa Poccuiickont denepanuu.
PHUCKOB ¥ 000CHOBaHUS HEOOXOAMMBIX 3aTpaT Ha 3aIMUTy HHPOPMAIIIH.
ITonutuka pazpaboTaHa B IENSX peanu3aluyd TpeOOBaHUN 3aKOHONATENBbCTBA B 00nacTu 0OpabOTKU H
3amutsl [1/1H

OopadoTka nepcoHaJbHbIX JaHHBIX. [IpaBa U 00s13aHHOCTH.

Oprasm3anust SBISETCS ONEPaTOPOM IEPCOHANBHBIX MaHHBIX. OpraHW3anyeidl HampaBICHO VYBEIOMIICHHE B
VYpasnenue PockoMHan30pa B COOTBETCTBUU €O CT. 3akoHa P® O 3amure nepcoHanbHbIX JaHHBIX.

B oprannzanuu obecnieunBaeTcs CISIYIONINA YPOBEHb 3alTUINEHHOCTH NIEPCOHANBHBIX JaHHBIX:

CybbexTamMu HH(OPMAIIMOHHBIX OTHOIIEHHUH P 00eCTIeYeHNH 0e30MIaCHOCTH MMePCOHANBHBIX JaHHBIX OpraHu3aIiu
SIBIISTIOTCSI:

Opranuzanus, Kak coOCTBEHHUK HH()OPMaMOHHBIX PECYPCOB;

PYKOBOJICTBO M COTpYAHNKN OpraHn3alyy, B COOTBETCTBHH C BO3JIOKCHHBIMH Ha HUX (DYHKIUSIMU;

TOCTH, JMIA, BCTYMAIOIIME B I'PaXKJaHCKO-NIPaBOBbIE OTHOWIEHWs ¢ OpraHu3anueil, B TOM 4YHCIE INpH
MPEI0CTaBICHUN TOCTUHIYHBIX 1 METUINHCKHUX YCIIYT;

MHBIE JINIIA, TIPEJOCTABIISIONINE CBOM NIEPCOHATIbHBIC JaHHBIE.



O06paboTKa MepCoOHaIbHBIX TaHHBIX JOMYCKACTCS B CISAYIONTUX CITyJasiX:

1) oOpaboTka TEPCOHATBHBIX JAHHBIX OCYIIECTBISIETCS C COTIAcHs CyOBheKTa MEPCOHATBHBIX NaHHBIX Ha
00paboTKy ero MepcoHaIbHBIX TaHHBIX;

2) o0paboTka TepPCOHANBHBIX JAaHHBIX HEOOXOIMMa [UIS MOCTI)KCHHS IeNiel, IpeayCMOTpPEHHBIX
MEXAYHapoAHbIM gAorosopoM Poccuiickoii Pepepanuu Wid 3aKOHOM, Ul OCYLIECTBJICHHS U BbIIOJHEHUS
BO3JIOKEHHBIX 3aKOHOAATENbCTBOM Poccuiickoit @enepannu Ha oniepaTopa GYHKIUI, TTOTHOMOYHN U 0053aHHOCTEH;

3) 00paboTKa epCcOHANBHBIX TaHHBIX HEO0X0AUMA JIJI OCYIIECTBICHUS PABOCY/IHsI, UCTIOJIHEHUSI CYAe0HOTO
aKTa, aKTa JPYroro OpraHa WIH JOJDKHOCTHOTO JIMIlA, TOJJICKAINAX WCIIOJHECHHIO B COOTBETCTBHU C
3akoHozaTeabcTBOM Poccuiickoit denepanuy 00 HCHOIHUTENEHOM MPOU3BOJICTBE (faee - UCIIOIHEHUE Cy1eOHOro
aKTa);

4) 00paboTKa MEepPCOHANTBHBIX JAAHHBIX HEOOXOIUMA JJIs MCIIOJHCHUS MOJIHOMOYMH (peepanbHBIX OpraHOB
UCTIOJIHUTEIILHOW BJIACTH, OPTaHOB TOCYJApCTBCHHBIX BHEOIOKCTHBIX (DOHIOB, HCIOJHHUTEIBHBIX OPraHoOB
TOCyapCTBEHHOM BiacT cyObekToB Poccmiickoit ®enmepanui, OpraHOB MECTHOTO CaMOYIPAaBJICHUS M (DyHKITHIA
OpTaHU3AINiA, YIaCTBYIOUINX B MPEIOCTABICHHH COOTBETCTBEHHO TOCYAApPCTBCHHBIX W MYHHIUMAIBHBIX YCIYT,
npexycMoTpeHHbBIX DenepanpHbIM 3akoHOM OT 27 mtonsg 2010 roga N 210-03 "O6 opraHu3amu IpeaoCTaBICHHS
TOCYIapCTBEHHBIX U MYHHUIMIIAIBHBIX YCIYT", BKIFOYas PETUCTPALNIO CyOBEKTa MePCOHATBHBIX JaHHBIX HA €IHHOM
MOpTajie TOCYAAPCTBEHHBIX M MYHHUIMIIATBHBIX YCIyr W (WIM) PETHOHANBHBIX IMOpTajlaX TOCYNapCTBEHHBIX WU
MYHUITUITAJIBHBIX YCIYT;

5) oOpaboTka MepcoOHaNBHBIX JaHHBIX HEOO0XOJMMa JJIsi UCIIOJHEHUs JOTOBOpa, CTOPOHOM KOTOPOTO JHOO
BLIFOZ[OHpI/IO6peTaTeIIeM WA IOPYYUTECIIEM IO KOTOPOMY SABJIACTCSA Cy6'I)€KT NEPCOHAJTIbHBIX JaHHBIX, a TAKXKE IJId
3aKJIIOYCHU J0TOBOpa MO MHUIIUATHUBE Cy6'I)eKTa MEPCOHAJBHBIX HAHHBIX WKW AOTOBOpaA, IO KOTOPOMY Cy6’beKT
MEPCOHAJIBHBIX JaHHBIX 6y}1€T SABJIATHCA BbIFO}IOHpHOGpeTaTeHeM WA TIOPYUHUTEIIEM

6) 00pabOTKa MEPCOHATIBHBIX IAHHBIX HEOOXOJMMa JUIsS 3alUThl JKU3HU, 3J0POBbS WA HUHBIX JKU3HCHHO
Ba)KHBIX HHTEPECOB CYOBEKTa MePCOHANBHBIX JaHHBIX, €CIIH MMOTyYCHHUE COTTIACHS CYOBEKTa MIepCOHATBHBIX JTaHHBIX
HEBO3MOXKHO;

7) o0paboTka TepCOHANBHBIX NAHHBIX HEOOXOAWMA Ui OCYIIECTBIICHHS TpaB W 3aKOHHBIX HHTEPECOB
orepaTopa WM TPEThHX JIUII, B TOM YHCJIE B CIyJasix, MPpeaycMOTpeHHBIX DenepatbHbIM 3akoHOM "O 3a1muTe npas u
3aKOHHBIX HWHTEPECOB (M3MUSCKUX JIMAI[ TPH OCYIICCTBICHUH JCSITEIHPHOCTH IO BO3BpPATy IIPOCPOUYCHHOU
3aI0JDKEHHOCTH W O BHeceHWH u3MeHeHmi B DepepanpHblii 3akoH "O MHKpO(QWHAHCOBOW MAEATEIHHOCTH H
MHUKpPO(UHAHCOBBIX OpraHu3auusix", 1100 A JOCTHKEHUST OOIECTBEHHO 3HAYUMBIX LIeJIei IPH YCIOBUH, YTO MPH
3TOM HE HapyIIAIOTCs NpaBa U cBOOObI CyObeKTa [EPCOHATBHBIX JITAHHBIX;

8) 00paboTKa NepcoHaJIBHBIX JaHHBIX HEOOXOAMMa JJIsl OCYLIECTBICHHS NPO(ECCHOHANBHOM NeaTeIbHOCTH
JKypHaJIHCTa U (WIH) 3aKOHHOH EsTeIbHOCTH CPEICTBA MacCOBOM MH(GOpMAIMY THOO0 HAYYHOH, TUTEPaTypHOU WK
HMHOH TBOPYECKOM 1eATeIbHOCTH IIPH YCIIOBUH, UTO IIPU ATOM He HapYIIAIOTCA NIpaBa U 3aKOHHBIE HHTEPECHI CyOhEeKTa
TMCPCOHAJIBHBIX JaHHBIX;

9) 006paboTKa MEepCOHANBHBIX TAHHBIX OCYIIECTBISIETCS B CTATHCTUYECKUX WM MHBIX HCCIIEIOBATEIbCKUX
HEeNsIX, 3a WCKIIOYCHHWEM Iejel, yKa3aHHBIX B cTaThe 15 HacTtosmero ®emepalbHOrO 3aKOHA, NPU YCIOBHU
00513aTeTFHOT0 00S3TMINBAHNUS TIEPCOHANBHBIX TAaHHBIX;

10) ocymecTBisieTcss 00padOTKa MEPCOHANBHBIX TaHHBIX, TOCTYI HEOTPAHWICHHOTO KpyTa JIUI K KOTOPBIM
MPeJ0CTaBIIeH CYOhEKTOM EPCOHAIBHBIX JAHHBIX JIHOO I10 €T0 MpochOe (1aee - mepcoHalbHbIe JaHHBIC, CACTaHHBIC
00IIeJOCTYITHBIMU CYOBEKTOM IIEPCOHANBHBIX TaHHBIX);

11) ocymiectBisieTcst 00paboTKa NePCOHATIBHBIX AaHHBIX, ITOJUIEKAIINX OMYOIMKOBAHHIO WU 00513aTeIbHOMY
PacKpBITHIO B COOTBETCTBUH C (eiepaibHbIM 3aKOHOM.

OO6paboTka CHEIUMaIbHBIX KaTeropuil INEepPCOHANBHBIX JaHHBIX, KACAIOUIMXCS COCTOSHHUS 3IO0pPOBBSHE
JIOITyCKAeTCs, 38 UCKIIFOUYCHUEM CITydacB, eCIIH:

1) cyOBeKT MepCcOHaNBHBIX JaHHBIX TN COTJIACHE B MICBMEHHOM GopMe Ha 00pabOTKy CBOHX IEPCOHATBHBIX
JTAaHHBIX;

2) mepcoHANBHBIC TaHHBIE CJICaHbl OOIIEIOCTYITHBIMH CYOBEKTOM ITePCOHATBHBIX JaHHBIX;

2.1) oOpaboTKa MepCOHANBHBIX JaHHBIX HEOOXOIMMa B CBSI3M C peali3anueil MeXIyHapOJHBIX JOTOBOPOB
Poccuiickoit denepanuu o peaiMUcCuy;

2.3) 00paboTka MEPCOHANBHBIX ITaHHBIX OCYIIECTBISICTCS B COOTBETCTBUH C 3aKOHOIATEIBCTBOM O
TOCYAapCTBEHHOW COLMANbHOM TMOMOILHM, TPYAOBBIM 3aKOHOJATENHLCTBOM, IIEHCHOHHBIM 3aKOHOJATEbCTBOM
Poccuiickoit @enepanuu;

3) o6paboTka MEepCOHATBHBIX TAaHHBIX HEOOXOAMMA JUISl 3alUTHl XKWU3HU, 3JI0POBbS WU WHBIX KU3HEHHO
Ba)XHBIX HHTEPECOB CyOBEKTa MEPCOHAIBHBIX MAHHBIX JHOO JKHU3HHU, 3J0POBBS WM HMHBIX JKH3HEHHO BaXKHBIX
MHTEPECOB JIPYTHUX JIKIL U MOJTy4eHHE COTIacHsl CyObeKTa MePCOHAIBHBIX JaHHBIX HEBO3MOXHO;

4) o0paboTKa MEPCOHAJBHBIX AHHBIX OCYIIECTBISIETCS B MEAMKO-TPO(IIAKTHYCCKUX MENAX, B IEJSIX
YCTaHOBJICHHS MEIUIIMHCKOTO THAarHO3a, OKa3aHUsI MEAUIIUHCKIX W MEIUKO-COIMAIBHBIX YCIIYT MPH yCIOBUU, YTO
00paboTKa TEePCOHAIBHBIX JAHHBIX OCYIIECTBISCTCS JIMIOM, HMPO(PECCHOHAIEHO 3aHUMAIOIIUMCS MEIHIUHCKON
JIESTETbHOCTEI0 W OOS3aHHBIM B COOTBETCTBHM C 3aKOHOJATeNbCTBOM Poccuiickoit ®Demepanmu cOXpaHITH
BpaucOHYIO TaliHy;



5) o6paboTKa MmepcoHaIbHBIX NaHHBIX YJICHOB (YYaCTHHKOB) OOIECTBEHHOTO OOBEIMHEHUS WIIH PEITUTHO3HOM
OpPTaHM3alli  OCYIIECTBIAETCS COOTBETCTBYIOIIMMH  OONIECTBEHHBIM OOBEAMHEHHEM WM  PEIMTHO3HOMN
opraHuzanuei, 1eMCTBYIOIIMMH B COOTBETCTBUHU C 3aKOHOJATENbCTBOM Poccuiickoit denepannu, 1l TOCTHKEHUS
3aKOHHBIX IIeTIeH, MPETyCMOTPEHHBIX UX YIPEIUTEIbHBIMH JOKYMEHTAMH, IPH yCIIOBHH, YTO IIEPCOHAIBHBIC JAHHBIC
He OyIyT pacpoCTpaHATHCS 03 corflacus B MUCEMEHHON popMe CyOBEeKTOB ITEPCOHATBHBIX JaHHBIX;

6) 00paboTKa MepCOHATBHBIX JaHHBIX HEOOXOIMMa ISl YCTAHOBIICHUS WJIM OCYIICCTBIICHHUS NpaB CyOBEKTa
MePCOHAIBHBIX JJAHHBIX WM TPETHUX JIUII, @ PABHO U B CBSI3U C OCYIIECTBICHUEM IIPaBOCYANS;

7) oOpaboTKa MepCOHANBHBIX JAHHBIX OCYIIECTBISAETCS B COOTBETCTBHU C 3aKOHOJATEIbCTBOM Poccuiickoii
®denepanun 06 000poHe, 0 0E30MACHOCTH, O MPOTUBOACHUCTBUU TEPPOPU3MY, O TPAHCIIOPTHOW OE30MacHOCTH, O
MPOTUBOACHCTBUU KOPPYILHUK, 00 ONEpaTHBHO-PA3BICKHON JESITENFHOCTH, 00 HMCHOJIHUTEIHHOM IIPOU3BO/ICTBE,
YrOJIOBHO-HMCIIOJIHUTEIBEHBIM 3aKOHOAaTeIbcTBOM Poccuiickoit @enepannmy;

7.1) 00paboTKa IMOJY4YEHHBIX B YCTAHOBJICHHBIX 3aKOHOJATeNnbCcTBOM Poccuiickoit ®denepaumu ciydasx
MEPCOHATBHBIX TAHHBIX OCYIIECTBIIACTCS OPTaHAMH IPOKYPATypHl B CBSI3H C OCYLIECTBICHHEM HMH IIPOKYPOPCKOTO
HaJ30pa;

8) o0OpaboTka TeEepCOHANBHBIX [AHHBIX OCYIIECTBISAETCS B COOTBETCTBHH C 3aKOHOJATEIHCTBOM 00
00s13aTeNbHBIX BUIaX CTPAXOBAHUS, CO CTPAXOBBIM 3aKOHOAATEIbCTBOM;

9) 0OpaboTKa MEPCOHANBHBIX JAHHBIX OCYIIECTBILIETCSA B CIydasx, MPEIyCMOTPCHHBIX 3aKOHOAATEIHCTBOM
Poccuiickoii deneparyn, rocy1apCTBEHHBIMHA OpraHaMH, MyHHUIUTIAIBHBIMU OPTaHAMH WJIM OPTaHU3ALMSIMU B IIETIAX
YCTPOMCTBA A€TeH, OCTaBIINXCS O3 MONeUeH s POIUTENEi, Ha BOCIIUTAHUE B CEMbU I'PaXJIaH;

10) 06paboTKa MepCOHANBHBIX AaHHBIX OCYLIECTBIISICTCS B COOTBETCTBUH C 3aKOHO/ATEIbCTBOM Poccuiickoii
®enepanuu o rpaxaancTse Poccuiickoit @eneparum.

[TepeueHp HepCOHANBHBIX JAaHHBIX, KOTOpble MOTIYT 00padaThiBaThes: Jto0as MHpOpManus, HeoOXoaumas Ui
MPeIOCTaBIICHUS YCIIyT, BKItOYas: (haMuInsi, UMsi, OTYECTBO, J1aTa U MECTO POKACHHUS; MACIIOPTHBIC JaHHBIE, B T.4.
3arpaHUYHOrO TaCcIIOPTa; II0JI; HOMepa TeNle(OHOB; CBeJCHHS 00 00pa30BaHUU; CBEAECHUS O MECTaX PaOOThI; CBEICHUS
0 CeMEHHOM MOJIOKEHNH, JIETSAX; COCTOSIHUM 3/I0POBBsI; CBEJICHUSI O MECTE PErHCTPaluy; KOHTAKTHAas HH(POPMAIHS;
CBEJICHUS O IIOCTaHOBKe Ha Hajoroselil yuet (MHH);

OpFaHI/ISaI_II/ISI BI[paB€ B YCTAHOBJICHHOM 3aKOHOJATCJILCTBOM  TIOPAAKE  OCYHICCTBIIATH C60p, 3aIliChb,
CUCTCMATU3allNI0, HAKOIUICHHUC, XpPaHCHUC, 06HOBH€HI/I€, HU3MCHCHUEC, HCIIOJIB30BaHUC, O6€3J’II/I‘II/IBaHI/Ie,
6J'IOKI/Ip0BaHI/I€, YHUYTOKCHHUC NCPCOHATIbHBIX JaHHBIX.

[MpuHnunB 00pabOTKK MEPCOHANBHBIX JaHHBIX:

e 3aKOHHas OCHOBa OOpPaOOTKM NEPCOHAIBHBIX JAaHHBIX, 3aKOHHBIE CHOCOOBI 0OpPabOTKH MEPCOHAIBHBIX
JIAHHBIX;

e  orpaHu4eHre 00pabOTKH NEPCOHABHBIX JaHHBIX JOCTHKEHHEM 3apaHee ONpe/ICICHHbIX  3aKOHHBIX [EeJIeH;

e HefomylIeHHE OOBEOUHEHHUS 0a3 MaHHBIX, COJCpPXKALIUX IEpCOHAJIBHBIE JaHHBIE, 00paboTKa KOTOPBIX
OCYIIECTBIISIETCS] B HECOBMECTHMBIX MEX/1y CO00it Lessix;

e 00paboTKa TOJHKO TE€X MEPCOHATIBHBIX JaHHBIX, KOTOPHIE OTBEYAIOT IEsIM 00paboTKy;

® COOTBETCTBHE COJEpKaHMS M 00beMa 00padaThIBAGMBIX IEPCOHAIBHBIX JAHHBIX LEIsIM 00paboTKH,
HEJIOMYCTUMOCTb M30BITOYHOCTH 00padaThIBAEMBIX NEPCOHAIBHBIX JAHHBIX 10 OTHOIIEHHUIO K 3asBJICHHBIM
HensiM 00paboTKH;

e o0ecrieyeHne TOYHOCTH IMEPCOHAIBHBIX JAHHBIX, X JIOCTATOYHOCTH M aKTyaJIbHOCTH IO OTHOIICHHIO K
1eNsIM 00pabOTKH NMePCOHATBHBIX JaHHBIX;

e o0ecrieyeHUe MPUHATHS HEOOXOIUMBIX MEp IO yNAJICHUIO MM yTOYHEHHIO HE IMOJHBIX MM HETOYHBIX
JIAHHBIX;

®  OCYLIECTBJICHHE XpaHEHMs IEPCOHAIBHBIX JaHHBIX B (OpMe, MO3BOJSIONIEH ONpenesnTh CyObeKTa
MePCOHAJIBHBIX JJAHHBIX

Corsnacue Ha 00padOTKY epCOHAJIBHBIX JAHHBIX.

CyObeKT NepcOHAIBbHBIX JAHHBIX NPUHAMAET PEIICHHE O MPEIOCTABICHUHM €ro INepCOHAJIbHBIX MAHHBIX W JaeT
corjacue Ha ux o0paboTKy cBOOO/HO, CBOEH BoJiei U B cBoeM MHTepece. Coryacue Ha 00pabOTKy IMepCOHAIBHBIX
JIAaHHBIX JI0JDKHO OBITh KOHKPETHBIM, HH(POPMUPOBAHHBIM U CO3HATEIIHHBIM.

Cornacue Ha 00pab0OTKy MepCOHATBHBIX JTaHHBIX MOXKET OBITh OTO3BAHO CYOBEKTOM MEPCOHANBHBIX JaHHBIX.

Cornacue B NMUCHbMEHHOW (opMe CyObEKTa MEPCOHAIBHBIX JAHHBIX Ha 00pa0OTKYy €ro MepCOHANBbHBIX JTaHHBIX
JIOJDKHO BKITIOYATH B €051, B YaCTHOCTH:

1) cdammmio, uMs, OTYECTBO, aApec CyOBEKTa IEPCOHANBHBIX JAaHHBIX, HOMEpP OCHOBHOTO JOKYMEHTa,
YAOCTOBEPSIOLIETO €ro JUUYHOCTh, CBEJCHUS O AaTe BbIAAYN YKa3aHHOTO JOKYMEHTA U BBIABIIEM €r0 OPraHe;



2) hamwmnio, UMsl, OTIECTBO, aPEC MPEACTABUTENS CYOBEKTa IMEPCOHATBHBIX JaHHBIX, HOMEP OCHOBHOTO JOKYMEHTA,
YIIOCTOBEPSIIOIIEr0 €ro JUYHOCTh, CBEICHHS O JaTe BbIJaul YKa3aHHOI'O JOKYMEHTa M BBLIABIIEM €ro Oprae,
PEKBH3HTHI JIOBEPEHHOCTH WJIM MHOTO JOKYMEHTA, MMOJTBEPIKAAIOIIEr0 MOJHOMOYMS 3TOr0 HpeACTaBUTeNs (IpU
MOJYYSHHUH COTJIACHs OT MPEJCTaBHUTENs CYObEKTa MEPCOHANBHBIX TAaHHBIX);

3) HauMeHOBaHHWE WIH (QAMIIHIO, WMs, OTYECTBO M aJpec OIeparopa, IONy4arolllero coriacue cyOBeKTa
MEePCOHATIbHBIX JJAHHbIX;

4) uenb 00pabOTKU MEPCOHATBHBIX JaHHBIX;

5) mepeueHb MEPCOHATBHBIX TaHHBIX, Ha 00PabOTKY KOTOPBIX JACTCS COTJIaCHE CYOhEKTa MePCOHANBHBIX TAHHBIX;

6) HaMMEHOBAaHWC WU (PAMUIIMIO, UMs, OTYCCTBO U JAPEC JIHIA, OCYIICCTBISIONIEIO 00pabOTKy MepCOHATbHBIX
JTAaHHBIX TI0 TIOPYYCHUIO OIlepaTopa, ecii 00paboTKa OyAeT mopydeHa TaKOMY JIUILY;

7) nepeucHb ACUCTBUM C MEPCOHATBHBIMY JaHHBIMHU, HA COBEPIICHUE KOTOPBIX NAcTCs COTJIacHe, O0Iee OMMCaHue
HCIIOJIB3YEMBIX OTIEPATOPOM CIIOCOOOB 00pabOTKH MEPCOHANBHBIX TaHHBIX;

8) cpok, B TeueHHE KOTOPOro JCHUCTBYET coriiache CyObeKTa MepCOHANIbHBIX JTAHHBIX, & TAKIKE CIOCO0 €ro OT3hIBa,
€CIT MHOE HE YCTAHOBIICHO (DeiepabHbIM 3aKOHOM;

9) noanucek cyObeKTa MepcoHaTbHBIX JAHHBIX.

Henu 0OpabOTKH: MCHOJHEHHE W 3aKIIOYEHHE JOTOBOPA, IPENOCTaBICHHE MOCTUHUYHBIX YCIYT, YCIYT NMUTaHU,
WHBIX YCIYT, TPEJOCTaBISIEMBIX CYOBEKTy OOpaOOTKM TEepCOHATIBHBIX JaHHBIX, OpPOHHPOBAaHHE HOMEPOB,
odopmiieHre HEOOXOIMUMBIX ISl TPOXXKMBAHHMS B OTeNE JOKYMEHTOB, IIOCTAHOBKA HA MHIPAlMOHHBIN Y4er,
perucTpanus 1o Mecty npeObIBaHuUs, BHIIOIHEHNE HEOOXO0IMMBIX AEHCTBUI 110 OPOHUPOBAHMIO YCIYT Y TPETHUX JIHIL,
WHbIE 1M, CBS3aHHbIE C OpOHHPOBAaHMEM YCIYTr, 3aKJIIOYEHHEM, HCHOJHEHHWEM, H3MEHEHHEM JOroBopa,
3aKJIFOYEHHOT'O C CyOBhEKTOM 00pabOTKH MEpCOHANBHBIX JAHHBIX, MPEAOCTABICHIE MEIUIMHCKUX YCIyT, 3alUCh K
cricnuajinucraM, MoJIy4eHHUe HH(bOpMaHHH 0 MEAMIUHCKUX TMPOTHUBOIIOKA3aHUAX, COCTOAHUN 340POBbA, aJlJICPTUU,
HETIePEeHOCHUMOCTH MPEIapaToB.

Cy6’B€KT TNIEPCOHATIBHBIX JAHHBIX UMECT MIPAaBO HA 3alIUTY CBOUX IIPaB U 3dKOHHBIX HHTECPCCOB, B TOM YHUCJIC Ha
BO3MCIICHUC y6BITKOB u (I/IJ'II/I) KOMIICHCAIIMIO MOpAJIbHOI'O BpEia B CyI[C6HOM nopsaake.

CyOBbeKT HepcoHaJbHBIX JAHHBIX BIPaBe TPeOOBAaTh OT ONEpaTopa yYTOYHEHHS €ro NEepCOHAJBHBIX JAHHBIX, HX
OJIOKMPOBAHUS WM YHUYTOXKEHHUS B CIydae, €CJIM MEepCOHANbHbIEC JaHHbBIEC SBISIOTCS HEMOJHBIMH, YCTapEeBIIUMH,
HETOYHBIMHU, HE3aKOHHO IT0JIyYEHHBIMH HJIH HE SIBJISIOTCS HEOOXOJMMBIMHU JIJIsl 3asIBJICHHOM LiesTi 00paboTKy, a TakxKe
[IPUHUMATB [IPEyCMOTPEHHBIE 3aKOHOM MEPBI 110 3aILUTE CBOUX IIPaB.

CyObekT mepcoHaJbHBIX JaHHBIX HMMEET MNpaBO Ha IOJy4eHHe HH(pOpMalMu, Kacaromelcss o0paboTku ero
NEPCOHATIBHBIX IAaHHBIX, B TOM YHCIIE COJCpIKAILICH:
1) moareeprxaeHue (akra 0O6pabOTKH HEPCOHATBHBIX TaHHBIX OIIEPATOPOM;
2) mpaBOBBIC OCHOBAHHMS M 11T 00pabOTKH HEePCOHATBHBIX IAaHHBIX;
3) menu 1 NpUMEHsIeMBIE OIIEPaTOPOM CIIOCOOBI 00PabOTKU MEPCOHANBHBIX TaHHBIX;
4) HaMMEHOBaHME M MECTO HAaXOXKICHHS OlepaTtopa, CBEIACHHs O JIMLIAX (3a HCKIOYEHHEM PaOOTHUKOB
orepaTopa), KOTOpbIe UMEIOT JOCTYN K NEPCOHAIBHBIM JAaHHBIM HIJIM KOTOPBIM MOTYT OBITH PacKpPBITBI
NepCOHAJIbHBIC JJAHHBIE Ha OCHOBAHUH JIOTOBOpA C ONIEPATOPOM HJIM Ha OCHOBAaHMH (peliepallbHOTO 3aKOHa;
5) obpabaTrIBacMbIe NIEPCOHANBHBIE JaHHBIE, OTHOCSIINECS K COOTBETCTBYIOIIEMY CYyOBEKTY MEepCOHATbHBIX
JIAHHBIX, UCTOYHHUK MX TOJYYEHHUs, €CJIM MHOW MOPSJNOK MPEJCTaBJICHUS TaKMX JaHHBIX HE MPEeIyCMOTpPEH
(henepanbHBIM 3aKOHOM;
6) cpoku 00pabOTKU MEPCOHANBHBIX JJAHHBIX, B TOM YUCJI€ CPOKH UX XPAHECHUS,
7) TOPSANOK OCYLIECTBJICHHS CYOBEKTOM IIEPCOHANBHBIX IAaHHBIX IPaB, NMPEAYCMOTPEHHBIX HACTOSIINM
denepalibHBIM 3aKOHOM;
8) napopmanuro 00 OCYIICCTBICHHON WM 0 TPEIIOJaracMOi TpaHCIPAHHYHOM Iepeade JaHHBIX;
9) HauMeHOBaHKE MM (haMUITHIO, HMS1, OTYECTBO U aJipec JIMIA, OCYIIECTBISIONIEro 00padoTKy NepCoHaIbHBIX
JaHHBIX [0 MOPYYCHUIO OTIepaTopa, ecii 00paboTka MopyyeHa Wik OyleT Mopy4eHa TaKoMy JIHLLY;
10) uHBIC CBeleHUs], IPEAYyCMOTPEHHbIe HacTosAIMM DenepaibHbIM 3aKOHOM WM APYTUMH (eepanbHBIMU
3aKOHaMH.

YKazaHHBIE CBEJCHHS JOJDKHBI OBITH MPEIOCTABICHBI CyOBEKTY NMEPCOHATBHBIX JAaHHBIX OIEPATOPOM B JOCTYITHOM
dbopme.

CBeneHHsS  TPEIOCTABIAIOTCS CYOBEKTY NEPCOHANBHBIX JAaHHBIX WM €ro IPEACTAaBUTENI0 OIEpaToOpoM MpHu
obpaieHnn Jmbo NpH MOJYYEHHH 3alpoca CyOBeKTa MEPCOHANBHBIX IAHHBIX WIIM €ro IpeicTaBHTENs. 3arnpoc
JIOJDKEH COJIep)KaTh HOMEP OCHOBHOT'O JOKYMEHTA, YAOCTOBEPSIOLIETO JUYHOCTh CyObeKTa MEPCOHANBHBIX JTaHHBIX
WIHM €ro IPEJACTABUTENIA, CBEACHUS O JaTe BbLAAYU YKAa3aHHOI'O JOKYMEHTAa WM BBIIABIIEM €0 OpraHe, CBEIEHUS,
MOATBEPXKIAIOIIHE yJacTHe CyObeKTa EPCOHAIBHBIX JaHHBIX B OTHOIIECHHSX C ONIEpaTopoM (HOMEp J0roBopa, Aara
3aKJIIOYEHUS I0TOBOPA, YCIOBHOE CIOBECHOE 0003HaUeHUE U (MJIH) HHBIE CBEJICHNS), TNOO CBEJCHUS, HHBIM 00pa3oM
MOATBEp K IaroIye (pakT 00pabOTKH MePCOHATIBHBIX JAHHBIX OTIEPATOPOM, MONHICH CYOBEKTa IEPCOHAIBHBIX TaHHBIX



WIM €ro MpeICTaBUTEN. 3ampoc MOXET OBITh HampaBlieH B (opMe JJIEKTPOHHOTO JOKYMEHTa W TIOIIHCAH
3JIEKTPOHHOMU MOJIUCKHIO B COOTBETCTBUU C 3aKOHOAATENHCTBOM Poccuiickoit denepaiuu.

B cmywae, ecnm cBeieHWs, a Takxke oOpaOaTbBaeMble MNEPCOHANBHBIC JAHHBIE OBUIM IIPEAOCTaBIICHBI IS
O3HAKOMJICHUSI CyOBEKTY NEpPCOHAIBHBIX AAHHBIX IO €ro 3ampocy, CYOBEKT NEPCOHAIBHBIX IAHHBIX BIPaBE
00paTHThCA MOBTOPHO K ONEPaTOpy WM HAINPaBUTh €My IOBTOPHBIM 3amMpoc B IENAX MOMYYEHHS CBEICHHH H
O3HAKOMJIEHUS C TaKMMU MEPCOHAIBHBIMU JaHHBIMM HE paHee ueM depe3 TPUALATh AHEeH Mocie NepBOHAYAIbHOIO
oOpallleHHs WM HalpaBJICHUs IEPBOHAYAIILHOTO 3apoca, eciii 00Jiee KOPOTKUH CPOK HE yCTAHOBIIEH (eepalbHbIM
3aKOHOM, NIPUHATHIM B COOTBETCTBHM C HUM HOPMATHBHBIM IPaBOBBIM aKTOM HJIU JOIOBOPOM, CTOPOHOM KOTOPOIo
100 BBITOJIONIPUOOpETATENIEM HITH OPYYUTEIIEM 110 KOTOPOMY SIBJISIETCS CYOBEKT EPCOHATIBHBIX JaHHBIX.

CyOBbeKT nepcoHaIbHBIX JaHHBIX BIPaBe 00PaTUTHCS TOBTOPHO K OTIEPATOPY HIIM HAIIPABUTh €My IIOBTOPHBIH 3arpoc
B IIETISIX TTOJTyIECHUS CBEACHHH, a TAKKE B LIEJIIX 03HAKOMIICHUS C 00pabaThIBAEMbIMHU IIEPCOHAIBHBIMU TaHHBIMH /10
WCTEUYCHHS YKa3aHHOTO CPOKa, B CITydyae, €ClIi TaKue CBeACHUS U (WIr) oOpabaTrIBacMble IIepCOHABHBIE TaHHBIC HE
OBLTH NIPEOCTABICHBI EMY JUIS O3HAKOMJICHUS B ITIOJTHOM 00BEME 110 pe3yIbTaTaM pacCMOTPEHHMS IEPBOHAYAIIBHOTO
obOpamienns. [1oBTOpHBIN 3ampoc HapsSAy CO CBEICHHUSAMH, YKa3aHHBIMH B 49acTH 3 HACTOSIIEH CTaThH, NOJDKEH
coJiepkaTbh 0OOCHOBAHHUE HANIPABJICHHSI TOBTOPHOTO 3aIpoca.

[IpaBo cyOBeKTa MEepCOHANBHBIX AAHHBIX HA JIOCTYI K €ro NMepCOHAIbHBIM JaHHBIM MOXKET OBITH OIpaHHYEHO B

COOTBETCTBHH C (heiepalbHbIMKU 3aKOHAMH, B TOM YHCJIE €CITH:
1) ob6paboTka NepCOHANBHBIX MJAaHHBIX, BKIIOYas NEpPCOHANbHBIE [aHHBIC, IOIy4YEeHHBIC B pe3yJbTaTe
OIepPaTUBHO-PA3bICKHON, KOHTPpa3BEAbIBATEILHON M pa3BebIBATEILHON AEATENbHOCTH, OCYLIECTBISIETCS B
LEeJsIX 00OPOHBI CTPaHbI, 0E30MACHOCTH TOCYIApCTBA M OXPaHbI IPABOMIOPSIIKA;
2) 06paboTKa NEepCOHANBHBIX JTaHHBIX OCYIIECTBIAETCS OpraHaMH, OCYIIECTBUBIINMH 3aJIep)KaHne CyOBEeKTa
MIEPCOHATBHBIX JAHHBIX 110 MOJO3PEHUIO B COBEPIUCHUH IMPECTYIJICHUS, JIMOO MPEABSIBUBIINMHU CYyOBEKTY
MIEPCOHATBHBIX TAaHHBIX OOBUHEHHE 110 YTOJIOBHOMY JENY, JTMOO0 NPUMEHHUBIINMHU K CYOBEKTY IEpPCOHAIBHBIX
JaHHBIX MEpy TPECEUeHHs N0 NMPEIbSIBICHUS OOBHHEHHS, 32 MCKIIOYEHHEM IPEAyCMOTPEHHBIX yTOJIOBHO-
IpoLeccyaIbHBIM 3aKOHOAATENbCTBOM Poccniickoit denepanun ciydaeB, €Cli AOIMyCKAeTCS O3HAKOMIICHHE
MOZ03PEBAEMOT0 MM OOBHHAEMOTO ¢ TAKUMH IIEPCOHATBHBIMH JaHHBIMH;
3) o0OpaboTka TNEpPCOHANBHBIX IAaHHBIX OCYLIECTBIISIETCS B COOTBETCTBHM C 3aKOHOJAATEIbCTBOM O
MPOTUBOACHCTBUM  JIeTajlu3alMd  (OTMBIBAHMIO) JIOXOJOB, IIOJIyYEHHBIX IPECTYHHBIM IIyTeM, U
(hMHAHCHPOBAHHIO TEPPOPHU3MA;
4) noctyn cyObeKTa MepCOHAJbHBIX JaHHBIX K €ro MEepPCOHAJIBHBIM JIaHHBIM HapyllaeT MpaBa U 3aKOHHbIE
UHTEpECHl TPEThUX JIMIL;
5) 00paboTKa MepCOHaNbHBIX JTAaHHBIX OCYLIECTBIISIETCS B CIy4YasX, IPEIyCMOTPEHHBIX 3aKOHOJATEIbCTBOM
Poccuiickoit @eneparun 0 TPaHCIOPTHOM 0€30MIaCHOCTH, B IEJSIX 00CCTICUCHHS YCTOWIMBOTO M O€30MIacHOTO
(yHKIIMOHMPOBAHMUS TPAHCIIOPTHOTO KOMIUIEKCA, 3alIUTHl HHTEPECOB JIMYHOCTH, OOIIECTBa M rOCyJapcTBa B
cdepe TPaHCIOPTHOTO KOMITJIEKCa OT aKTOB HE3aKOHHOTO BMEIIATEIbCTRA.

Ecnm cyOBbeKT nepcoHabHBIX JaHHBIX CYMTAET, YTO OIIEPaToOp OCYIIECTBIIET 00pabOTKy €ro NepCOHANBHBIX TaHHBIX
C HapyleHneM TpeboBaHMii HacTosmero deaepaabHOrO 3aKOHA MM HHBIM 00pa3oM HapyIIaeT ero npasa v CBOOOIbI,
CyOBEKT MEePCOHANBHBIX JIAaHHBIX BIIPaBe 00KaloBaTh JACUCTBUS MM Oe3leiiCTBHE ollepaTopa B YIIOJHOMOYEHHBIH
OpTraH MO 3al|Te MPaB CyObEKTOB EPCOHANIBHBIX IAHHBIX WIN B CyJJeOHOM MOPSIIKE.

Cy6'l)eKT TIEPCOHATIBHBIX JAaHHBIX MMECT IPaBO Ha 3allUTY CBOUX IIpaB U 3aKOHHBLIX MHTCPECOB, B TOM YUCJIC Ha
BO3MeEIIlEHHE YOBITKOB M (MJIH) KOMIIEHCAIIMIO MOPAJIFHOTO Bpea B CyIeOHOM MOpPSIIKE.

3. OpraHu3zanus 3aIUTHI TEPCOHATBHBIX TAHHBIX.
3.1. OCHOBHBIMH 00BEKTAMH CHCTEMBI 0€30MACHOCTH MEPCOHAIBHBIX AAHHBIX B OPraHH3ANNHU
ABJAIOTCH:

- nH(pOpManMOHHbBIE PECYPCHI C OTPAHMUYEHHBIM JIOCTYIIOM, COAEpIKallie IIepCOHAIbHbBIE TAHHBIE;

- Ipo1iecchl 00paboTKH MePCOHATBHBIX TAHHBIX B HH()OPMAIIMOHHBIX CHCTEMaX ITEPCOHABHBIX TaHHBIX
Opraanzanny, THPOPMAITHOHHBIE TEXHOJIOTHH, PErJIaMEeHTHI B IPOLEAYyPHI cOopa, 00paboTKH, XpaHEHHS U ITepeaadn
nHPOPMALIH, IEPCOHAT Pa3padOTINKOB U MOJIB30BATENEH CHCTEMBI B €€ 00CTYKUBAOIHIT TEPCOHAT,

- nHpOPMaMOHHAS WHPPACTPYKTYpa, BKIIOYAIOIIAs CHCTEMBI 00pabOTKH M aHaINM3a MH(OpPMAIHH,
TEXHHYECKWE W TPOTpaMMHBIE CpeacTBa ee o0paboTKW, Mepegayd M OTOOpaKeHHWsS, B TOM YHCIE KaHaJbI
nH(pOpMaMOHHOTO OOMEHa M TEJICKOMMYHHKAIMM, CHCTEMbl M CpPEACTBA 3aIUThl MH(MOPMAIMH, OOBEKTH H
MOMEIIEHUS, B KOTOPBIX PacIiojioXKeHbl TEXHHUECKHE CPeJICTBa 00pabOTKH MEpCOHATBHBIX JaHHBIX.

3.2. Llenu 3ammuThI
OCHOBHOH IIEITBI0, HA JOCTIDKEHHE KOTOPOH HAIPaBIICHBI BCE MOJIOKEHUSI HacTosIIel [1oauTrky, sSBIseTcst
o0ecrieyeHre 3aIIUTHI IEPCOHATFHBIX JAHHBIX B COOTBETCTBHU C TPEOOBAHUSIMHE 3aKOHOJATEIbCTBA.



Vka3aHHasl LeNb JOCTUTACTCS MOCPEACTBOM OOECIEUYEHUS M IOCTOSHHOTO MOAJEPKAHHS CIETYFOIINX
CBOMCTB MIEPCOHAIBHBIX JaHHBIX:

- JOCTYMIHOCTH  TIEPCOHANBHBIX  JaHHBIX JUIA  JICTANBHBIX  IOJb30BaTenedl  (yCTOMYMBOTO
(yHKIIMOHMpOBaHUS MH(POPMAIMOHHBIX cucteM OpraHu3anyy, IpH KOTOPOM II0JIb30BATENN HMEIOT BO3MOKHOCTB
MOTy4CHHSI HEOOXOJUMBIX NTEPCOHANBHBIX JaHHBIX U PE3YIbTaTOB PELICHUS 3a1a4 3a IIPHEMIIEMOE JUIl HUX BpEMs);

- LEJIOCTHOCTH U ayTeHTUYHOCTH (IOATBEPXKJICHNE aBTOPCTBA) MEPCOHAIIBHBIX JaHHBIX, XPAHUMBIX H
o0pabaTbiBaeMbIX B MH(OPMAIMOHHBIX cucTeMax OpraHu3anyy 1 epeaaBaeMoii 10 KaHalaM CBSI3H;

- KOH(MACHIIMAIBHOCTA - COXpPaHEHHs B TailHE OIpPENEJICHHOH 4YacTH IEepCOHAJbHBIX aHHbBIX,
XpaHHUMBIX, 00pa0daThIBaeMbIX H IIEpeJaBaeMbIX 110 KaHallaM CBSI3H.

Heo0xoaumblil ypoBEHb JOCTYIMHOCTH, LEJIOCTHOCTH M KOH(QMICHIMAJIbHOCTH IEPCOHAJBHBIX JAaHHBIX
obecreunBaeTcst COOTBETCTBYIOIIMMH MHOXKECTBY 3HAUUMBIX YIPO3 METOJJAMHU M CPEJICTBAMH.

3.3. OcHOBHEIC 3a/1a91 CHCTEMBI 00ecTiedeHNsT 0€30TTaCHOCTH IMTePCOHATBHBIX JaHHBIX

Jnst oCcTrKeHUs OCHOBHOM IENH 3aIUTHl M 00CECIICUeHHs YKa3aHHBIX CBOWCTB IEPCOHAIBHBIX JAaHHBIX
cucrema obecmeueHns wH(popMaimoHHOH Oe3omacHocTH OpraHm3amuy AO0DKHAa oOecrednBath 3()(HEKTHBHOE
pELICHHUE CIEeIYIOMNX 3a1a:

- CBOEBPEMECHHOE BBIIBICHHE, OLEHKA W IPOTHO3MPOBAHNE HCTOYHHKOB YIpo3 HH()OPMALMOHHOH
0e30macHOCTH, TMPUYMH M YCIOBHH, CHOCOOCTBYIOIIMX HAHECCHUIO YIIepOa 3aMHTEPECOBAHHBIM CyObeKTam
MH()OPMALMOHHBIX OTHOLICHWH, HApYLIIEHWI0 HOPMAJIBHOTO (YHKIMOHUPOBaHHS HH(MOPMALMOHHBIX CHUCTEM
Opranuzanuu;

- CO3JlaHME MEXaHHW3Ma OIEPAaTHBHOIO PEarHpoBaHUsl Ha yrpo3bl 0e30MacHOCTH MHGOpPMALMK H
HeraTUBHBIC TCHICHIINH;

- CO3JIaHWE YCIOBUH IJIi MUHMMH3ALUU U JIOKAJIM3AaLUM HAHOCUMOTO yiiepba HenpaBOMEpPHBIMH
JEUCTBHAMH (M3MYECKUX M IOPUANYECKUX JIMI, OCIa0JCHNE HETaTHBHOTO BIMSHUS M JIMKBUAAIMS ITOCIEICTBUI
HapyIIeHus 0e30MacHOCTH HH(POPMALINH;

- 3alIUTY OT BMEMIATEIbCTBA B Mpo1iecCe (QYHKIIMOHNPOBAHUS HHPOpMAnMOHHbBIX cucTeM OpraHu3anuu
MOCTOPOHHHUX JHI[ (JOCTYI K HH(OPMALMOHHBIM pecypcaM JOIDKHBI HMMETh TOJBKO 3apeTrHCTPHUPOBAHHBIE B
YCTaHOBJICHHOM TIOPSAKE MOJIb30BaTEINN);

- pasrpaHHYeHHUe JOCTYIA M0JIb30BaTeIel K MH(GOPMaMOHHBIM, annapaTHbIM, TPOrPAaMMHBIM U HHBIM
pecypcam Opranuzanyy (BO3MOXXHOCTB JIOCTYIA TOJBKO K TEM PEeCcypcaM M BBINOJIHEHHS TOJBKO TEX ONEepanui C
HHMH, KOTOpbIe HEOOX0AMMBI KOHKPETHBIM MOJIb30BATENSM JJIsl BBHIIOJHEHHUS CBOMX CIIY)KEOHBIX 00s13aHHOCTEIT), TO
€CTb 3alUTy OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA;

- obecrieueHre ayTEeHTU(QHKALUK I0JIb30BaTeNel, y4YacTBYIOMIMX B HWH()OPMALMOHHOM OOMEHe
(monTBEprKACHUE OATMHHOCTH OTIIPABHUTENS U TOJTydaTelisi HHOPMaIin);

- 3a[IUTY OT HECAaHKIMOHMUPOBAHHOW MOAM(HKALINK HCIOIb3YeMbIX B MH(OPMAIMOHHBIX CHCTEMaXx
OpraHu3zanuy MporpaMMHBIX CPEJICTB, a TAK)KE 3aIUTy CUCTEMBI OT BHEAPEHUSI HECAHKIIMOHUPOBAHHBIX ITPOTPaAMM,
BKJIIOYasi KOMITBIOTEPHBIE BUPYCHI;

- 3amuTy MH(GOpPMANUK OrpaHNYEHHOTO TIOJIL30BAHMS OT YTEUKH MO TEXHMYECKUM KaHajaM IIpU ee
00paboTke, XpaHEHUH U NIepeiaue 1o KaHajaM CBS3H.

3.4. OCHOBHBIC ITyTH PEIICHHUS 32124 CUCTEMbI 3aI[UThI

[MocTaBieHHbIE OCHOBHBIE LIEJIN 3ALUTHI M PELICHHE TIEPEYUCIICHHBIX BBILIE 331a4 JOCTUTAIOTCS:

- CTPOTMM  y4eTOM BCeX IMOJUIeKAIIUX 3allUTe PpPECypcoB  HMH(POPMAIMOHHBIX  CHUCTEM
Opranuzauun(uHdopmanuy, 3a1ad, JOKYMEHTOB, KaHAJIOB CBS3U, CEPBEPOB, aBTOMaTH3UPOBAHHBIX PA00YMX MECT);

- KYpHAJIMPOBAaHHEM JEHCTBUIl NEepCOHaNa, OCYLIECTBISIONIEr0 OOCHy)XMBaHHE W MOJU(UKAIHIO
MPOTPAaMMHBIX U TEXHUYECKUX CPEACTB HHPOPMAIIMOHHBIX CHCTEM;

- TIOJTHOTOH, peajbHON BBIMOJHUMOCTBIO M HETPOTHBOPEYMBOCTHIO TPEOOBAHMH OpPraHU3alMOHHO-
pacnopsAUTeNIbHBIX TOKYMEHTOB OpraHu3alyy 110 BoIpocaM odecnedeHus: 0e30nacHOCTH HH)OPMALNH;

- MIOJIrOTOBKOM JIOJPKHOCTHBIX JIUIL (COTPYJHUKOB), OTBETCTBEHHBIX 32 OPraHH3ALHIO M OCYIIECTBICHHNE
MPaKTHIECKNX MEPOIPHITHII 110 0OecneyeHn o 0e30MacHOCTH IIEPCOHANBHBIX JaHHBIX M MPOLECCOB NX 00paboTKy;

- HaJICJICHHEM KaXKJ0TO COTPYJHHKA (II0JIb30BATENs) MHHIMAIBHO HEOOXOJUMBIMH IJISI BBITTOJTHEHHS
UM CBOMX (YHKIMOHAJBbHBIX OOS3aHHOCTEW IOJHOMOYMSIMU IO JIOCTYNy K HH(OPMAIMOHHBIM pecypcam
Opranuzanuu;

- YETKUM 3HAHWEM W CTPOTHM COOJIOJIEHHEM BCEMH IOJIb30BaTEISIMA HMH(POPMAIMOHHBIX CHCTEM
Opranu3anuuTpe0OBaHuil  OpPraHW3allMOHHO-PACTIOPSANTEIbHBIX  JIOKYMEHTOB II0  BOIIpOcaM  0OOecHedYeHus
6e3omacHOCTH HHPOPMALINH;

- MePCOHAJIbHOW OTBETCTBEHHOCTBIO 32 CBOM JEHCTBHS KaXKIOr0 COTPYIHHKA, B PaMKaX CBOHMX
(yHKIIMOHAJIBHBIX 0053aHHOCTEH MMEIOIIETo JOCTYII K MH(POPMAILMOHHBIM pecypcaM OpraHu3aiim;

- HENpEephIBHBIM  IOJ/IEpXKAHUEM  HEOOXOAMMOro  YpOBHS  3alllMIIEHHOCTH  3JIEMEHTOB
nH(popManMoHHO cpeabl OpraHu3anumy;

- NIpUMEHEHNEeM (U3MYECKUX M TEXHUYECKUX (IPOrpaMMHO-aNmapaTHbIX) CPEICTB 3aIIUThl PECYPCOB
CHCTEMBI ¥ HENPEPBHIBHOM aAMUHUCTPATUBHOM MTOJUIEPKKOH HX UCITIOIH30BAHMS;



- 3¢ (peKTHBHBIM KOHTPOJIEM Haj COOJIOACHHEM TIOJb30BATEISIMH HH(MOPMAITMOHHBIX PECypCOB
Opranuzanuu TpeOOBaHMM MO 00eCcTIeueHNI0 Oe30MaCHOCTH HH()OPMAIIHH;

- IOpUANYECKON 3amuTor uHTepecoB OpraHm3anvd TpH  B3aUMOACHCTBHM C  BHEITHHUMH
OpTaHU3AISIMH (CBS3aHHOM C 0OMEHOM ITePCOHATHHBIMY TaHHBIMH) OT IPOTHBOTIPABHBIX IHCTBUH, KaK CO CTOPOHBI
STHX OpraHU3alni, TaK ¥ OT HECAaHKIIMOHUPOBAHHBIX JEHCTBHI 00CITYKUBAIOIIETO IIepCOHAA U TPETHHX JIUI.

4. TlocTpoeHne cucTeMbl, obecneyeHUs] 0€30NMACHOCTH MEPCOHATbHBIX AaHHBIX OpraHuzaunuu, U ee
(pyHKIHOHMPOBaHME J0/LKHBI OCYIIECTBJISATHCS B COOTBETCTBHH CO CJIETYIOIIMMHU OCHOBHBIMH MPHHIUTIAME:

- 3aKOHHOCTb;

- CHUCTEMHOCTb;

- KOMIUIEKCHOCTB;

- HENPEPHIBHOCTH;

- CBOCBPEMEHHOCTE;

- MIPEEMCTBCHHOCTh M HEIIPEPHIBHOCTH COBEPIIICHCTBOBAHUS;

- pa3yMHasi TOCTaTOYHOCTH (IKOHOMHYECKas I1eJIeCO00pa3HOCTh);

- TIepCOHANIbHAs OTBETCTBEHHOCTH;

- MUHUMH3AIHNS TI0JITHOMOYHH;

- UCKJIIOYEHHE KOH(IINKTa UHTEPECOB;

- B3aUMO/ICHCTBUE U COTPYAHUYECTBO;

- MOKOCTh CHCTEMBI 3aIlIUTBI;

- OTKPBITOCTH AJITOPUTMOB 1 MEXAHU3MOB 3alllUThI;

- NIPOCTOTA IPUMEHEHHUS CPELCTB 3aLIUTHI;

- 000CHOBaHHOCTb U TEXHUYECKAsK PEATU3yEeMOCTbh;

- CHenHaTu3anus 1 mpoeCcCHOHATII3M;

- 0053aTeIEHOCTS KOHTPOJIS.

4.1. 3aKOHHOCTb

[Ipennonaraer OCYIIECTBICHHE 3alINTHBIX MEPOIPHATHH ¥ pa3padOTKy CHCTEMBI O€30IacHOCTH
MIEPCOHANBHBIX MaHHBIX OpraHu3alid B COOTBETCTBUH C JIEHCTBYIOIINM 3aKOHOJATEIHCTBOM B OOJIACTH 3aIIUTHI
MEPCOHAJBHBIX JAaHHBIX, a TaKke JPYrHMX 3aKOHOJATENFHBIX aKTOB Mo Oe3omacHocTH uHpopMmauun Pd, c
MPUMEHEHHEM BCEX JO03BOJICHHBIX METOJOB OOHAPYKCHUS M MPECCUCHHUs] IMPAaBOHAPYIICHWH mNpu pabore ¢
MEPCOHAJIbHBIMU JTaHHBIMU. HpI/IHSITI)IC MEPbL 0€e30IMacHOCTH IMEPCOHAJBHBIX JaHHBIX HE HOJDKHBI NPEIIATCTBOBATH
J0CTYyIy MPaBOOXPAHUTECIIBHBIX OPraHOB B MPCAYCMOTPCHHBIX 3aKOHOAATCIILCTBOM CllydasiX.

Bce monp3oBatenn uHpopManmoHHbIX cucteM OpraHu3aluM JOJDKHBI HUMETh IIpeJCTaBieHHe 00
OTBETCTBEHHOCTH 3a MpaBOHAPYIIIEHUs B 00JacTu 00paboTKU NepCOHANBHBIX JAHHBIX.

4.2. CucteMHOCTh

CHCTEeMHBIH MOIXOA K TOCTPOCHUIO CHCTEMBI 3alIuThl mH(QopManwu B OpraHH3aluy MpearnoiaraeT yueT
BCEX B3aMMOCBS3aHHBIX, B3aMMOJCHCTBYIOIINX U U3MEHSIOMNXCS BO BPEMCHHU JJIEMEHTOB, YCIOBUH U (haKTOPOB,
3HAYHMBIX JUTsI IOHUMaHUS U PEIICHUs IPOOJIeMBI 00ecIiedeHus 0€30ITacHOCTH ITePCOHATBHBIX JAHHBIX.

[lpu co3maHWM CHCTEMBI 3alUTHl JOJDKHBI YYHTHIBATHECSA BCE Clla0ble W Hamboyiee YSI3BUMBIC MeCTa
HHPOPMAIMOHHBIX cucTeM OpraHW3anny, a TaKXKe XapaKTep, BOZMOKHBIE OOBEKTHI U HAIIPABJICHUS aTak Ha Hee CO
CTOPOHBI HapyluTesel (0COOEHHO BHICOKOKBATH(DUIIMPOBAHHBIX 3JI0YMBIIIIEHHUKOB).

Cucrtema 3alIATBI JOJIKHA CTPOUTHCA C YUCTOM HE TOJBKO BCEX M3BECTHBLIX KaHAJIOB MPOHHUKHOBCHUA U
HECAHKIIMOHUPOBAHHOTI'O JOCTYyIa K I/IH(I)OpMaIlI/II/I, HO M C YYE€TOM BO3MOKHOCTH MOABJICHUSA NPUHINUIINAIBHO HOBBIX
MyTel peanu3aluuy yrpo3 6e301acHOCTH.

4.3. KOMILJIEKCHOCTh

KommniekcHOe HCITONB30BaHWE METONOB W CPEACTB 3aIUTHl KOMITBIOTEPHBIX CHCTEM MpPEAIIONIaraeT
COTJIACOBAHHOE TIPUMCHEHHE pPAa3sHOPOAHBIX CPEICTB TMPH MOCTPOCHHH IIEJIOCTHOH CHCTEMBI  3allWTHI,
MepeKPHIBAIOIICH BCe CYIIECTBEHHBIC (3HAYMMBIC) KaHAIBI pealli3allii YIpo3 W He coaeprkamiell ciiabbix MecT Ha
CTBIKaX OTHCIHHBIX €¢ KOMIIOHCHTOB. 3allldTa JOJDKHA CTPOUTHCS SIICIOHHPOBAHO. BHEITHSS 3ammTa JTOJDKHA
o0ecreunBaThCs (PUINIESCKUMU CPEICTBAMH, OPTaHU3AIIMOHHBIMHU H MTPABOBBIMH MEPaMH.

4.4. HeripepbIBHOCTD 3aIIIUTHI

OOecrieueHre O€30MACHOCTH NEPCOHAIBHBIX JIAHHBIX - MPOLECC, OCYIIECTBISEMbI PYKOBOJCTBOM
OpraHmaum/I, OTBCTCTBCHHLBIMU 3a OpTraHU3alUuIO O6pa6OTKI/I MEPCOHAJIBHBIX JaHHBIX W COTPYAHHUKaAMHU BCEX
YpPOBHE#. DTO HE TOJNBKO M HE CTOJBKO MpPOILEAypa MM MOJUTHKA, KOTOPAas OCYIICCTBISIETCS B ONpPE/CICHHbIH
OTPE30K BPEMEHHN UM COBOKYITHOCTH CPEACTB 3allUThI, CKOJIBKO IPOIIECC, KOTOpBIﬁ JOJI’KCH IIOCTOSTHHO UTHU HAa BCEX
ypoBHSIX BHYTpH OpraHu3ann ¥ KaKAbIi coTpyaHIK OpraHu3aiiy JODKeH IPUHAMATh Y9acTHE B 3TOM IIpoIiecce.
JesarenbHOCTh 10 00eCHeueHn0 MHPOPMAIIMOHHONH 0Ee30MacHOCTH SIBJISIETCS COCTABHOW YacThIO MOBCEJHEBHOMN
nesrensHocTH Opranuzaiui. 1 ee 3eKTUBHOCT 3aBUCUT OT y4acTHs pyKoBoJjcTBa OpraHusanuy B 00ecriedeHn!
nH(pOpMaMOHHO 6€301IaCHOCTH NEPCOHAIBHBIX TAHHBIX.



Kpowme Toro, 00IBIIMHCTBY (QU3HUECKUX U TEXHHYESCKIX CPEACTB 3aIIUTHI A 3(P(PEKTUBHOTO BHITIOTHEHUS
cBOMX (YHKIMI HeoOXOoauMa IMOCTOSHHAS OpraHW3aluoOHHAas (aIMHUHHUCTPATHBHAS) TOJIEpPKKa (CBOEBPEMEHHAS
CMeHa W obecrieuyeHrne MPaBUIBHOTO XPaHEHUS M MPUMEHEHHUS MMEH, IapoJiel, MepeonpeielieHne MOTHOMOYHN 1
T.1.). [lepepsiBer B paboTe cpencTB 3amUTEl MOTYT OBITH HCIIOJNB30BAHBI 3JIOYMBIIUICHHHKAMHA IS aHalU3a
MIPUMEHIEMBIX METOIOB U CPENICTB 3aIUTHI, AJIsl BHEAPEHH CIEIIHATBHBIX IIPOTPaMMHBIX M alllIapaTHBIX "3aKIafoK"
U IPYTHUX CPEICTB MPEOIOICHUS 3aIHTEI.

4.5. CBOCBPEMECHHOCTD

[Ipeanonaraer ynpexxaaromui xapakTep Mep odecriedueHus 0e30IacHOCTH NEPCOHANBHBIX IAaHHBIX, TO €CTh
MOCTaHOBKY 33/1a4 T10 KOMIUIEKCHOH 3aIllUTe MEePCOHANBHBIX JAaHHBIX U pealii3aluio Mep obecrieueHus 6e301acHOCTH
MePCOHAIBHBIX JaHHBIX HAa PAaHHUX CTaIUsIX pa3pab0TKU HHPOPMAIIMOHHBIX CHCTEM B IIEJIOM U MX CHCTEM 3allUTHI, B
YaCTHOCTH.

Pa3zpaboTka cucTeMbl 3aIIUTHI JOJDKHA BECTHCH MMApajuIeNbHO C pa3pabOTKOW W pPa3BUTHEM CaMHUX
3aIUIaeMbIX HHPOPMAITHOHHBIX CHCTEM. DTO MO3BOJUT yUECTh TPeOOBaHM OE30MAaCHOCTH IPH MPOCKTUPOBAHUA
apXUTEKTYpHI U, B KOHEYHOM CYeTe, co3aaTh Ooee 3¢ppekTuBHEIE (Kak MO 3aTpaTaM PECypcoB, TaK M IO CTOHKOCTH)
CHCTEMBI, 00JIa/TafoIIHe JOCTATOYHBIM YPOBHEM 3aLHIICHHOCTH.

4.6. [IpeeMCTBEHHOCTh B COBEPIICHCTBOBAHIE

[Ipennonaraet MOCTOSHHOE COBEPIIIEHCTBOBAHUE MEP M CPEACTB 3AIIUTHI IIEPCOHANBHBIX JaHHBIX HA OCHOBE
MIPEEMCTBEHHOCTH OPTaHMU3AIMOHHBIX W TEXHWYECKUX PEIICHHUH, KapoBOTO COCTaBa, aHAIN3a (PYHKIMOHUPOBAHUS
nHopManmMoHHbIX cucteM OpraHu3aluy U CHCTEMbl MX 3alUTHl C YY€TOM HM3MEHEHHH B METOJNaX M CpelCcTBax
nepexBara WHpOpMaIMK, HOPMATUBHBIX TPEOOBAHUI 110 3aIUTE, JOCTUTHYTOrO OTEUYECTBEHHOTO M 3apyOeimHOro
OIIBITA B 3TOW 00JIACTH.

4.7. PazyMHasi 1OCTaTOYHOCTh (IKOHOMHYECKAS 1eJIECO00Pa3HOCTh)

[Ipeamnonaraer cOOTBETCTBUE YPOBHs 3arpaT Ha oOecredyeHHe Oe30MacHOCTH MEPCOHANBHBIX JIAHHBIX
[EHHOCTH WH()OPMAIIMOHHBIX PECypCOB M BEJIWYHHE BO3MOXKHOTO yIiepOa OT WX pas3TialleHHs, YTPaThl, YTECUKH,
VHUYTOKCHUS W HCKakeHus. Mcmomp3yemple Mephl M cpeicTBa oOecredeHnss 0e30MacHOCTH MH(POPMAIMOHHBIX
pecypcoB He JODKHBI 3aMETHO YXYAILIATh SPrOHOMUYECKHE MOKa3aTeld PadOTHl KOMIIOHEHTOB HH()OPMAIOHHBIX
cucteM OpraHu3arum.

[lepconanpHast OTBETCTBEHHOCTH

[Ipennonaraer BO3IIOKEHHE OTBETCTBEHHOCTH 3a oOecredeHrne 0e30IMacHOCTH TNEepPCOHANBHBIX NAaHHBIX U
CHUCTEMBI UX 00pabOTKH Ha KaXKIOTO COTPYAHUKA B MPEIeiiax ero MOJTHOMOYHI. B COOTBETCTBUU € ITUM MPUHIIAIIOM
pacnpezeneHue paB U 00s3aHHOCTEI COTPYIHUKOB CTPOUTCSI TAKMM 00pa3oM, 4ToOBI B CiTydae JII000ro HapyIeHus
Kpyr BAHOBHHUKOB 6])1.]1 YCTKO U3BECTCH WUJIM CBCJICH K MUHUMYMY.

4.8. MuHUMU3AIHS TOTHOMOYUIA

O3HayaeT NpeJoCTaBICHUE TOJb30BATEIIM MHUHUMAIBHBIX MIPaB JA0OCTYyINa B COOTBETCTBUH CO CIIY>KEOHOMN
HeO6XOI[I/IMOCTI)IO. I[OCTyH K NE€pCOHAJIbHBIM AAaHHBIM JOJDKCH MPEAOCTABJIATLCA TOJBKO B TOM Cliydac U 061,eMe,
€CJIM 3TO HEOOXOAUMO COTPYAHUKY IUTSI BEITIOHEHHS €T0 TOJDKHOCTHBIX 00sI3aHHOCTEH.

4.9. Hcknrouenne KOH(IMKTA HHTEPECOB (pa3aeneHue (yHKITHI)

D¢ dexruBHas cucreMa obecnieueHHss HHPOPMAIMOHHONW 0E30IaCHOCTH MPEIIOoIaracT YeTKOe pa3/IeieHUe
00s13aHHOCTEH COTPYIHHUKOB W HCKIIOYCHHE CHUTYalWi, KOraa cdepa OTBETCTBEHHOCTH COTPYTHHKOB JOITyCKaeT
KOHIUKT nHTEepecoB. Chephl MOTCHINAILHBIX KOH(OIMKTOB JOJDKHBI BEISBIATHCS, MUHUIMU3UPOBATHCS, U HAXOTUTCS
O] CTPOTHM HE3aBHCHUMBIM KOHTpOJIeM. Peanm3anus TaHHOTO IPUHIIKTIA [IPEAIOIaraeT, 4YTo He OAHH COTPYIHUK HE
JOJDKEH UMECTh HOHHOMO‘{I/Iﬁ, MO3BOJIAKOIUX EMY C€IWUHOJIUYHO OCYHICCTBJIATH BBIITOJIHECHUEC KPUTHYHBIX onepaunﬁ.
Haz[eneHI/Ie COTPYAHUKOB TITOJTHOMOYHUAMH, MOPONKIAOIIUMU KOH(I)J'H/IKT HUHTEPECOB, Ia€T €MY BO3MOXKHOCTbH
IOATAaCOBBIBATH I/IH(I)OpMaHI/IIO B KOPBICTHBIX HLECJIAX UK C TEM, YTOOBI CKPBITh HpO6HeMLI WJIN ITIOHECCHHBIC y6I)ITKI/I.
I[J'Iﬂ CHW)XCHHUA pUCKAa MaHUITYJIMPOBaHUSA MEPCOHAIIBHBIMU JJTaAHHBIMU U pUCKA XUIECHU S, TAKUEC ITOJTHOMOYU A TOJIKHBI
B MaKCHMaJIbHO BO3MOKHOI CTENEHH OBITh pa3acjaCHbl MEXKAY PA3JIMYHBIMU COTPYAHUKAMU W TOAPA3ACITICHUAMU
opraHm3anui. HeoOXoquMo NPOBOAWTH MEPHOAMYECCKHE IMPOBEPKH OOS3aHHOCTEH, (YHKIUH H ACSITEIBHOCTH
COTPYAHUKOB, BBITIOJHSIONUX KIFOUYEBbIC (DYHKIMH, C TeM, 4TOOBI OHM HE WMETH BO3MOXKHOCTH CKpBHIBAaTh
COBEpILICHIE HENpPaBOMEPHBIX aeWcTBUi. Kpome TOro, HeEoOXOAMMO IPHHAMATH CIIEUATBHBIE MEpHl IO
HEJIOMYIIEHUIO CTOBOPA MEKIY COTPYTHUKAMH.

4.10. I'MOKOCTE CUCTEMBI 3aIUTEI

Cuctema oOecriedeHHsT WH(QOPMAIMOHHOW O€30MACHOCTH JOJDKHA OBITH CIIOCOOHA pearnpoBaTh Ha
W3MEHEHUs BHEUTHEH cpelpl W YCIOBUHU ocymiecTBieHUs OpraHu3alid CBOEH NeATEIbHOCTH. B dWHcio Takux
W3MEHEHUN BXOMST:

- M3MEHEHHS OPTaHU3AIMOHHON U IITAaTHOH CTPyKTYpsl OpraHu3alimg;

- N3MCHCHHUEC CYIIECTBYIOIUX UJIM BHEAPCHUE IPUHIUIINATIBHO HOBBIX HH(bOpMaHPIOHHLIX CHCTEM,

- HOBBIC TCXHUYCCKHUE CPCIACTBA.

4.11.  OTKpHITOCTh AJITOPUTMOB M MEXaHU3MOB 3al[UThI



CyTh mpuHOMNA OTKPHITOCTH aJTOPUTMOB U MEXaHW3MOB 3AILIUTHI COCTOUT B TOM, YTO 3aIIUTA HE JOJDKHA
00eceunBaThCSI TOJIBKO 32 CUET CEKPETHOCTU CTPYKTYPHOM OpraHW3allié U aJTOPUTMOB (DYHKIIMOHHUPOBAHUS €€
MOACUCTEM. 3HAHNE AITOPUTMOB PAOOTHI CUCTEMBI 3aIIUTHI HE JOJKHO AaBaTh BO3MOKHOCTH €€ PEOJOICHUS (lake
aBTOpaM). JTO, OJJHAKO, HE 03HAYAET, YTO HH(OpMAITHSI 00 HCIOIB3yEeMBIX CHCTEMAaX M MeXaHN3Max 3aIlUTHl JOJDKHA
OBITH 00IIEIOCTYITHA.

4.12.  TIpocroTa IpUMEHEHHS CPEICTB 3aLTUTHI

MexaHu3Mbl ¥ METOZBI 3alUTHl JOJDKHBI OBITh MHTYUTHBHO IIOHSITHBI W TPOCTHl B HCIIOJIB30BAaHUM.
[IpumeHeHHe CpelncTB W METOAOB 3alUTHl HE JOJDKHO OBITH CBSI3aHO CO 3HAHHMEM CIEIHAIBHBIX S3BIKOB WIIH C
BBITIOJTHEHHEM JEHCTBUH, TPEeOYIOIIMX 3HAYMTEIbHBIX JOIOJHHUTENIBHBIX TPYyN03aTpaT NIpH OOBIYHON padoTe
3apEerHCTPUPOBAHHBIX I0JIb30BATENEH, a TaKkKe HE JOJDKHO TPeOOBaTh OT IOJIb30BATENS BBHIMOJHEHUS PYTUHHBIX
MAJIOTIOHSTHBIX €MY OTIEepaIHi.

4.13. OOOCHOBAaHHOCTH M TEXHUYCCKAS PEATU3YEMOCTh

WHadopmannoHHbIe TEXHONOTHH, TEXHWYECKHE W MNPOTPAaMMHBIC CPEICTBA, CPEIACTBA M MEpHI 3AIINUTHI
MEPCOHATBHBIX JAHHBIX JOJDKHBI OBITh pPEaNM30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHSA HAYKH M TEXHHKH,
00OCHOBaHBI C TOYKH 3pPCHMS JOCTIDKCHUS 33aJaHHOTO YPOBHSA O€30MacHOCTH HMH(OPMAIMU M 3KOHOMHYECKOH
IIeTIECO00PA3HOCTH, a TAKXKE JTOJDKHBI COOTBETCTBOBATh YCTAHOBJIECHHBIM HOPMaM U TPEOOBAHUSM 110 OE30MaCHOCTH
MEPCOHATBHBIX JAHHBIX.

414,  Cneumanuzanus 1 IpoQpecCHOHAIN3M

[Ipeanonaraer npuBiieueHHEe K pa3pabOTKe CPEACTB U pealn3aliyd Mep 3allUThl MePCOHAJIbHBIX JaHHBIX
CTHEUUAIN3UPOBAHHBIX OpraHu3alMii, HanOoJiee MOATOTOBIEHHBIX K KOHKPETHOMY BHAY JEATENBHOCTH IIO
obecrieueHHI0  0€30MaCHOCTH  WH(OPMALMOHHBIX PECYpCOB, MMEIONIMX ONBIT MPaKTHYECKOH paboThl U
rOCY/IapCTBEHHYIO JIMIICH3UIO Ha NPaBO OKa3aHHs yCIyr B 3TOi obnactu. Peanuzaims aIMHUHUCTPATHUBHBIX MEp U
OKCIUTyaTalysl CPEJCTB 3alIUThl JODKHA OCYIIECTBIATHCS MPO(ECCHOHANBHO MOATOTOBICHHBIMU CIEIMAINCTAMH
Opranuszanuy (OTBETCTBEHHBIX 38 OPTAHU3ALUIO IIEPCOHATBHBIX JTAaHHBIX).

4.15.  OO0s3aTeTBPHOCTH KOHTPOIISA

[Mpeanonaraer 00s3aTENPHOCTh W CBOCBPEMEHHOCTDb BBIABICHHS W IIPECCUCHMS MOIBITOK HapyIICHUS
YCTaHOBIICHHBIX TPaBHJI, oOecTieueHHs 0€30MacHOCTH NEPCOHAIBHbBIX JaHHBIX, HA OCHOBE HCIIOJIb3YEMBIX CHCTEM U
CPEZCTB 3alIUTHl HEPCOHATBHBIX JAaHHBIX, IIPH COBEPIICHCTBOBAHUH KPUTEPHEB M METO/IOB OLCHKH 3()h()EKTHBHOCTH
9THX CHCTEM U CPEACTB.

KoHTpomb 3a JeaTeIbHOCTBIO 0000 MOJIb30BaTENs, KaX/I0r0 CPEACTBA 3alUThl U B OTHOIICHUHU JIO00TO
00beKTa 3aIUTHI JI0JDKEH OCYNIECTBIATHCS HA OCHOBE IPUMEHEHUS CPE/ICTB ONEPATHBHOTO KOHTPOJISI U PETHCTpalui
Y JIOJDKEH OXBAaThIBaTh KaK HECAHKLIMOHUPOBAHHBIE, TAK U CAHKI[MOHWPOBAHHbBIE ICHCTBHS T10JIb30BATEIICH.

Kpome Toro, sddextnBHast cucrema obecriedeHuss MHOOPMALMOHHON 0€30MacHOCTH TpedyeT HaIW4us
aJIeKBaTHOW M BceoObemimonied MHGOPMAIMU O TEKYNIEM COCTOSHHM IIPOLECCOB, CBSA3AaHHBIX C JIBH)KCHHEM
nH(opMaLuK U CBENCHUH O COOJIIONEHUN YCTaHOBJICHHBIX HOPMAaTHBHBIX TPEOOBaHMUI, a TaKXKe OMOIHUTEIBHON
nHpopManuy, WMEIOIEeHl OTHOLIEHHWE K mpuHATHIO pemeHni. MHdopmanus nomwkHa OBITH HaJIeKHOM,
CBOEBPEMEHHOM, JOCTYITHON M TIPaBHIBHO O()OPMIICHHOH.

Henocratkn cucremMbl obecriedeHUss MHGOPMAIIMOHHONW O€30I1aCHOCTH, BBISBICHHBIE COTPYXHHKAMHU
OpraHuzanuy JOJDKHBI HEMEJICHHO JOBOJUTHCS A0 CBEICHMS pyKoBojutens OpraHu3allid W ONEpaTHBHO
yCTpaHAThCS. BOMpockl, KOTOpble KaKyTCsl HE3HAYUTENBHBIMH, KOTJa OTAEIbHBIC TPOIECCH paccMaTpHUBAIOTCS
W30JIMPOBAHHO, TP PACCMOTPEHNUH UX HAPALY C IPYTUMH aclieKTaMH MOTYT yKa3aTh Ha OTPUIATEeIIbHbBIEC TEHICHIINH,
rpo3slIKe NePepacTu B KPYIHbIE HEJOCTATKH, €CJIM OHU He OYAyT CBOEBPEMEHHO YCTPaHEHBI.

5. Mepsl obecrieueHust HHHOPMAIIMOHHOM 0€30MaCHOCTH

Bce meps1 o0ecriedeHns 6e30macHOCTH HH(POPMAIMOHHBIX cucTeM OpraHu3aiiiy Moipa3iensiorcs Ha:

- MPaBOBBIE (3aKOHOIATEIIbHBIE);

- TEXHOJIOTUYECKHE;

- OpraHU3aIOHHbIE (aAMUHUCTPATHBHEIE);

- ¢usndeckue;

- TEeXHHUYECKHE (anmnapaTypHble ¥ IPOrpaMMHBIE).

5.1. 3akoHomaTenmpHBIC (IPABOBBIC) MEPHI 3AIUTHI

K mpaBoBBIM MepaM 3alnThl OTHOCSTCSI AEHCTBYIONIME B CTpPaHE 3aKOHBI, YKa3bl 1 HOPMAaTHUBHbIE AKTHI,
periiaMeHTHPYIOIUe MpaBuUia OOpalleHus C TEePCOHANBHBIMH JIAHHBIMH, 3aKpeIUIsIoNIie MpaBa U 00sS3aHHOCTH
YY9aCTHUKOB HMH(OPMAIMOHHBIX OTHOIIEHWH B Tporecce WX 0OpabOTKM ¥ WCTONB30BaHUSA, a TaKke
yCTaHaBJIMBAIOIUE OTBETCTBEHHOCTD 32 HAPYIICHHUS STHX ITPABHUIL.

5.2. TexHONOrMuecKue Mepbl 3alIuThI

K nmanHOMY BHJy Mep 3alUThI OTHOCSITCSI PA3HOT'O POJIa TEXHOJIOTHYECKHE PELICHHS ¥ IPUEMbI, OCHOBAaHHbBIE
Ha WCIIOJIB30BAaHUM HEKOTOPBIX BHAOB H30BITOYHOCTH (CTPYKTYpHOH, (YHKIIMOHAJIHHOH, HWH(OPMAIMOHHOM,
BPEMEHHOW W T.I.) W HAaIIpaBJICHHbIE HAa YMEHBIICHHE BO3MOXXHOCTH COBEPLICHUS COTPYAHHMKAaMH OLIMOOK H
HapyIIeHUH B paMKax Mpe0CTaBICHHBIX UM MPaB U OJIHOMOYHH.

5.3.  OpraHuzannoHHbIe (aIMUHUCTPATHBHBIC) MEPHI 3AIUTHI



Opranu3annoHHble (aAMUHHCTPATHBHBIE) MEPBI 3aIIUTHI - 3TO MEpPhl OPTaHW3AIMOHHOTO XapakTepa,
peryIaMEeHTHPYIOIHUE TPOLEecCh (PyHKIMOHMPOBAHHS CUCTEMBI 0OPaOOTKH MEPCOHANBHBIX JTaHHBIX, HCIOJIb30BAHUE
€€ PEeCypcoB, NESTENBHOCTh OOCITYXKHMBAIOIIETO MEPCOHANA, a TaKXKE MOPANOK B3aHMMOJECHCTBHS IOJIB30BATEIEH C
CHCTEMOW TakuM 00pa3oM, 4TOOBI B HAaHOOJBIIEH CTETICHH 3aTPYIHUTh WM UCKIIOYUTH BO3MOKHOCTD PEATH3aIHN
yrpo3 0€30MaCHOCTH WIIM CHU3HUTH pa3Mep MOTEPH B CIIydae X pealn3alii.

5.4. @opmupoBaHHE TOTUTHKA O€30MACHOCTH

I'maBHas nenp agMUHUCTPATHBHBIX Mep, NMPEINPHUHUMAEMbIX Ha BBICIIEM YIPaBJICHYECKOM YPOBHE -
c(OpMHUPOBATH TIOJIMTHUKY B 00JIaCTH 0OecreYeHus] 0e30MacHOCTH EPCOHANBHBIX JAHHBIX (OTPAXKAIOIIYIO TTO/IXO/IbI
K 3aIllUTe NePCOHAJBHBIX JJAHHBIX) 1 00ECIICUUTh €€ BBIIOJIHEHUE, BBIJCISSI HEOOXOAMMBIE PECYPChl U KOHTPOJIHUPYS
COCTOSIHUE JIETI.

5.5. Pernamenranus goctyna B HOMEUICHUS

KommonenTsl uHpOpManMOHHBIX cucteM OpraHu3anuy JOJDKHBI  pa3MEINaTbcsi B MOMEIICHHUSX,
HaXOISIINXCSA IO/l OXPAHOW MITH HaOMIOCHUEM, HCKITIOYAIOIINM BO3MOXKHOCTh OECKOHTPOJIBHOTO IPOHNKHOBEHUS B
MOMEIICHUS] TIOCTOPOHHHUX JIUI K OOecreunBaromuM (U3MYECKYI0 COXPAHHOCTh HAXOJIIIUXCS B IOMEIICHUH
3aIUIIaeMbIX pecypcoB (IokymeHToB, APM u T.m.). YOopka Takux IOMEIICHWH NOJDKHA IMPOU3BOIUTHCS B
MPUCYTCTBHH OTBETCTBEHHOTO COTPYIHHKA, 32 KOTOPBHIM 3aKPEIICHBI JaHHBIE KOMIIOHEHTHI, C COOMIOEHUEM Mep,
HCKITIOYAIOIIUX JTOCTYI IIOCTOPOHHMUX JIMII K 3aIIMIAEMBbIM HH(OPMAIIIOHHBIM PECYPCaM.

Bce mocropoHHME MHIA ZOITYCKAIOTCS B TOMEIICHNS C KOMIOHEHTaMH HH(GOPMAIIIOHHONW CHCTEMBI TOJIBKO
B IIPUCYTCTBHUHU COTPYAHUKOB OpraHu3alyy.

ITo oxoHuanuu pabGodvero JHs, MOMEIIEHHs, B KOTOPHIX pa3MelIaloTcs KOMIOHEHTHl MH()OPMalMOHHBIX
cucreM OpraHu3aiuu, 10JDKHBI 3aIIUPaThCs HA KITIOY.

B ciiyuae ocHauieHusi TOMEUIEHHH CPEACTBAMU OXPaHHOW CHIHANM3AIMH, a TAKKe aBTOMaTH3UPOBAHHON
CHCTEMOH TNpUeMa M PEruCTpallMd CUTHAJIOB OT 3THX CPEICTB, NMpHEM-clada TaKUX I[IOMEIICHHH IO/ OXpaHy
OCYIIECTBIISIETCS] HA OCHOBAHUH CIIELIHATIBHO Pa3padaThIBaeMOil HHCTPYKINH.

5.6. Pernmamenranms nomycka COTpYAHUKOB K HCIIOIb30BaHNIO HH(OPMAIIMOHHBIX PECYPCOB

B pamkax paspemmTenbHON CHCTEMBI (MaTpHIBI) JOCTYNa YCTAHABIMBACTCA: KTO, KOMY, Kakyko
nH(pOpMAaLHIO U U KAaKOTO BHA JOCTYTAa MOXKET IPEIOCTABUTh U IPH KaKUX YCIOBHSX.

Jomyck nosib3oBareneii kK padote ¢ HHGOPMAIMOHHBIMHU cucTeMaMi OpraHu3anuy U JOCTYII K UX pecypcam
JOJDKEH OBITH CTPOTO persiaMeHTHpoBaH. JII0Oble M3MEHEHHUsI COCTaBa M IOJHOMOYHH MOJIb30BaTeNIeH MOJACHCTEM
JIOJDKHBI IPOU3BOINTHCS YCTAHOBJICHHBIM HOPSIKOM.

VYpoBeHb MOJHOMOYMHA KaXKIOTO MOJb30BATElsl ONpENessieTCss MHAMBUAYaIbHO, COONIONas Clieayloune
TpeboBaHus:

- KaXIbI COTPYAHHUK TIOJIb3YyeTCSd TOJNBKO MPEINMCAHHBIME €My IIpaBaMd [0 OTHOLICHHIO K
MePCOHAJBHBIM JIaHHBIM, C KOTOPBIMH €My He00X0MMa paboTa B COOTBETCTBHH C JIOJDKHOCTHBIMHU O0SI3aHHOCTSIMHU.
Pacmmpenue mpaB gocTynma M MpeAOCTaBICHHE AOCTyNa K JOMOJHHUTENBHBIM WH()OPMAMOHHBIX pecypcam, B
00513aTeIbHOM TIOPSIZIKE, JOJDKHO COTJIACOBBIBATHCSI C OTBETCTBEHHBIM 33 OPraHM3aIMI0 00pabOTKH IEPCOHATIBHBIX
JIaHHBIX;

- pykoBoauTens OpraHn3alyi UMEeT MpaBa Ha MPOCMOTP MH(OPMALIMH CBOUX MTOJYNHEHHBIX TOJIBKO
B YCTAHOBJIEHHBIX TIpeJieNlaX B COOTBETCTBUH CO CBOMMH JIOJPKHOCTHBIMH OOSI3aHHOCTSIMU.

Bee corpymumkm OpraHuzanuy W OOCITYKHBAIOIIMK TIEPCOHAN, JOJDKHBI HECTH IEPCOHAIBHYIO
OTBETCTBEHHOCTbh 32 HApYIICHHs YCTaHOBJIEHHOTO MOps/Ka 00pabOTKH MEPCOHANBHBIX JaHHBIX, MPABUI XpaHEHUs,
UCIIONIb30BaHMSL M Tepeiaud HaXOJIIUXCS B WX PACIOPSDKEHWH 3allUIIAeMbIX PEcypcoB cucTeMbl. Kakaplii
COTpYIHUK (IIpH MpueMe Ha paboTy) AOJIKEH MOJANUCHIBATH 005M3aTEIBCTBO O COOIOJCHUN U OTBETCTBEHHOCTH 3a
HapylIeHHEe YCTaHOBJICHHBIX TpeOOBaHHH 110 COXPAHEHHIO IEPCOHATBHBIX AaHHbIX OpraHu3auu.

O0paboTKa NEepPCOHAIBHBIX JaHHBIX B KOMIIOHEHTax MH(pOpManuoHHbIX cucteM OpraHu3alnuy J0JKHA
MPOU3BOJIUTHCS B COOTBETCTBUH C YTBEPIKIACHHBIMU TEXHOJIOTMYECKUMU HHCTPYKIHSIMH.

5.7. Pernmamenramms mpoleccoB OOCTYXHMBAaHHMS M OCYIIECTBICHHS MOIM(UKAIMK aIlapaTHbIX |
MPOTPAaMMHBIX PECYPCOB

B nensax nognepxanus pexnma HHOOPMAIMOHHOW 0€3011acCHOCTH alNapaTHO-IPOrpaMMHasi KOH(GUTypaims
ABTOMATH3MPOBAHHBIX pabOYMX MeCT COTpYAHHMKOB OpraHW3amuu, C KOTOPBIX BO3MOXEH JOCTYIl K pecypcam
MH()OPMALMOHHON CHCTEMBI, JOJDKHAa COOTBETCTBOBATh KPYIy BO3JIOXKEHHBIX Ha JAHHBIX IIOJIb30BaTeleH
(hYHKIIMOHATBHBIX 0053aHHOCTEH.

B kommoHeHTax WH(GOPMAIMOHHOW CHCTEMbI W Ha pabouMx MecTax TOJb30BaTeNield JTOJKHBI
yCTaHaBJIMBAThCS M UCTIOJIb30BAThCS JIMIIEH3HOHHBIE TIPOrPAMMHBIE CPE/ICTBA.

5.8.  ObecnedyeHue U KOHTPOJIb (HPU3NUECKOI [ETOCTHOCTH (HEM3MEHHOCTH KOH(PUIYpaIMK) amnapaTHbIX
pecypcoB

O6opynoBanne WH(POPMAIIMOHHBIX CHUCTEM, HCIIONB3yeMOe U IOCTyNa M XpPaHEHUS NEePCOHAIBHBIX
JAHHBIX, K KOTOPOMY JIOCTYIl OOCIY)XMBAIOLIETO MEepCOHaja B Ipoliecce 3KCIUTyaTalud He TpelyeTcs, Imocie
HaJlaJIOYHBIX, PEMOHTHBIX U MHBIX Pa0OT, CBSI3aHHBIX C JOCTYIIOM K €r0 KOMIOHEHTaM JO0JKHO 3aKpPBIBATHCS.

5.9. Tlonbop u moxroToBKa nepcoHana, 00y4eHue IoJib30BaTelNel

[Monp3oBarenn wHGOPMANMOHHBIX cucTeM OpraHu3aluM, a TaKXKe PYKOBOASAIIMN M 0OCITY>KHBAIOMINI
MEepCOHAT JOJDKHBI OBITh O3HAKOMJIEHBI CO CBOMM YPOBHEM IIOJIHOMOYHMH, a TaKKe OpraHU3allMOHHO-



pacropsiANTENIbHOW, HOPMATUBHOW, TEXHUYECKOM W OKCIUTyaTallUOHHOM JOKyMEHTAalued, OIpeaesromei
TpeGOBaHUs U MOPSIOK 00pabOTKH NEPCOHANBHBIX JaHHBIX B OpraHu3aIny.

Bce momp3oBarem wmHMOpMAnMOHHBIX cucTteM OpraHu3aniy  TOJDKHBI OBITH  O3HAKOMIICHBI  C
OpPTaHU3AIMOHHO - PACIOPATUTEIBHBIMH JOKYMEHTAMH II0 O0ECIeYeHHI0 0e30MacCHOCTH MEePCOHANBHBIX TaHHBIX
Oprasn3anny, B 9aCTH, MX Kacaroueics, JOKHbBI 3HATh K HEYKOCHUTEIIFHO BHIITOTHATh MHCTPYKIUHU U 3HATH O0IIHe
00s13aHHOCTH 10 oOOecTedeHNnI0 0e30IaCHOCTH IIePCOHANBHBIX MaHHBIX. JloBemeHHe TpeOOBaHUI yKa3aHHBIX
JIOKYMEHTOB JIO JIWII, JOMYIIEHHBIX K 00paboTKe 3alUIaeMbIX EPCOHAIBHBIX IaHHBIX, TODKHO OCYIIECTBIATHCS
MO POCIIUCH.

5.10. OrBercTBEHHOCT, 32 HApyLICHWs  YCTAaHOBJICHHOIO TOpSAIKAa MOJB30BaHUS  pecypcaMu
HHPOPMAMOHHOM cucTeMbl OpraHu3anuy.

Mepa OTBETCTBEHHOCTH IEpCOHala 3a JIEWCTBHs, COBEpIICHHBIE B HapyIICHHE YCTAHOBJICHHBIX IMPaBUII
obecrieueHnst 0e30MacHO pabOThl ¢ MEPCOHAIBHBIMHM JaHHBIMH, JIOJDKHA OINPECISATHCS HAHECEHHBIM YIEpOOM,
HaAJIMYHEM 3JI0TO YMBICHIA U JPYTUMH (paKTOpaMu 10 YCMOTPEHHIO PYKOBOACTBa OpraHu3anuu.

5.11. CpencrBa obecnieueHHsT O€30MACHOCTH MEPCOHANBHBIX TaHHBIX

Jns obecniedenus nHpopMannoHHOW Oe3omacHOCTH OpraHU3aIMH HCIIONB3YIOTCS CIIEAYIOIINE CPEeICTBa
3aIUTHL:

- (u3mgeckne cpencTna;

- TEXHUYECKHE CPEICTBA;

- CpENCTBa UACHTH(UKAIINY U ayTCHTH(DUKAIINY MOJIb30BaTEICH;

- CpeACTBa pa3rpaHUYEHUsI OCTYIIa;

- cpeAcTBa o0ecrieueHns: U KOHTPOJISI LIEJIOCTHOCTH;

- CpeACTBa ONEPATHBHOTO KOHTPOJIS M PETHCTPALMU COOBITHH O€30MacHOCTH.

CpezcTBa 3aIluMTHl JIOJDKHBI MPUMEHSTHCS KO BCEM pecypcam HMH(oOpManMoHHBIX cucteM OpraHu3aliuu,
HE3aBUCHMO OT WX BHJa U GOPMBI IIPEACTABICHISI HHPOPMALIUU B HUX.

5.11.1. ®wusmnueckue cpeacTBa 3alIATHI

Om3ryecKie Mephl 3alluThl OCHOBAHBI Ha MPUMEHEHUH Pa3HOTO POJa MEXaHWYECKUX, IEKTPOHHBIX HITH
3JEKTPOHHO-MEXaHIMYECKIX YCTPOWCTB U COOPYKECHUH, CIICIIMAIEHO MPEIHAa3HAYCHHBIX U CO3MaHUs (PH3MUECKUX
MPETSATCTBAN Ha BO3MOXKHBIX ITyTSX IPOHHKHOBEHWS M JOCTyIa MOTCHIMAJIBHBIX HApPYIIUTENeH K KOMIIOHCHTaM
CHUCTEMBI U 3alllUIIaCMbIM IIEPCOHAJIBHBIM JAaHHBIM, 4 TAK)KE TCXHUYCCKUX CPEACTB BU3YaJIbLHOT'O Ha6J'IIOI[eHI/IH, CBA3HU
U OXPAHHOM CUTHAJIM3ALMHU.

Hdnst obecrieueHuss  ¢u3MYeCKOd  0E30MaCHOCTH  KOMIIOHEHTOB  MH(OPMAIIMOHHOH  CHCTEMBI
OpFaHI/ISaHI/II/IHeO6XO[[I/IMO OCYHICCTBIIATL PAJ OPraHU3alIMOHHBIX U TEXHUYCCKHUX MepOHpHHTHﬁ, BKJIFOYAIOIIHX:
MPOBEPKY 000pyA0BaHMUs, MPEAHA3HAYCHHOTO JUIsl 00paOOTKH MEPCOHANBHBIX JaHHBIX, Ha!

- HaJIMYMC CNICHHUAIbHO BHEAPCHHBIX 3aKJIaJIHbIX yCTpOﬁCTB;

- BBEJICHHE JOTIONHUATEIHFHBIX OTPAaHWYCHUH IO JOCTYIy B IIOMCIICHHSA, IpeJHAa3HAYCHHBIC IUIS
XpaHEeHHsI U 00pabOTKH MEPCOHATBHBIX JaHHBIX;

- 00opynoBaHUE CUCTEM HH)OPMATH3ALUH YCTPOHCTBAMH 3AIIUTHI OT COOCB ANMEKTPOIUTAHUS U IIOMEX
B JIMHUSX CBSI3H.

5.11.2. TexHUYECKHE CPEICTBA 3ALTUTHI

TexHudeckue (ammapaTHO-POTPAMMHEBIC) MEphl 3alIWThIl OCHOBAaHBI Ha WCIOJNB30BAHUH PAa3IMIHBIX
QJICKTPOHHBIX yCTpOfICTB U CTICHHAJIBHBIX ITPOrpaMM U BBITTOJIHAOIIHUX (CaMOCTOHTeJ’IBHO WJIN B KOMIUICKCE C ApYTr'UMHU
cpencTBaMu) HYHKIMU 3aIIUATH (MACHTU(PHUKAIIMIO U ayTCeHTH(PHUKAIINIO MOJIh30BaTeICH, pa3rpaHUUYCHUE TOCTYIA K
pecypcam, perucTpanuio coObITHIA, KpUNTOrpaduIecKoe 3aKpbITHe HHPOPMALIUH U T.J1.).

C yderoMm Bcex TpeOOBaHUI W MPHUHIMIIOB OOecTieYeHUs] 0€30MacCHOCTH MEPCOHANBHBIX JTAHHBIX MO BCEM
HalpaBJICHUAM 3alIUTBI B COCTAB CUCTEMBI 3allIUThI JOJI)KHBI OBITH BKITFOUEHBI clIeayromue cpeacTna:

- CpeNCTBa pa3TPaHUICHUS TOCTYIIA K JAHHBIM;

- CpPEICTBa PETHCTPALMU JIOCTyNa K KOMITOHEHTaM HWH(QOPMAIMOHHOW CHCTEMBI M KOHTPOJS 3a
HCIIOJIb30BaHUEM HHPOPMAIINH;

- CpeICTBa pearnpoBaHus Ha HAPYIICHUS pexXrMa HHPOpMaIMOHHOH 0€30IT1acHOCTH.

Ha texHmdeckue cpeacTBa 3alIUTH BO3JIaraeTCs pelIeHIe CICAYIONIINX OCHOBHBIX 3a/1a4:

- UACHTU(DUKAIMA W ayTeHTH(UKAIUSA II0JE30BaTENe IMPH IMOMOMIA WMEH WIH CHEIHATbHBIX
anmapatHbix cpenacts (Advantor, Touch Memory, Smart Card u T.11.);

- periamMeHTanusT M yIpaBJeHHWE [OCTYIIOM T[OJib30BaTeJeld B MNOMENIeHUs, K (uanueckum u
JIOTUYECKUM YCTPONCTBAM;

- 3alluTa OT IIPOHUKHOBEHUS KOMIIBIOTEPHBIX BHUPYCOB M Pa3pyLUUTENIBHOTO BO3IEHCTBUS
BPEJOHOCHBIX IPOTPAMM;

- perucTpaIys BCceX ISHCTBHUI ITOTB30BATENs B 3alIMIICHHOM KYpHAJIC, HAINYHE HECKOJIBKUX YPOBHEH
perucTpanuy;

- 3alIiTa JAHHBIX CUCTEMBI 3aIUTHl Ha (HailIoBOM cepBepe OT JOCTYIa IOJIB30BaTeNc, B YbU
JIOJDKHOCTHBIC O0sI3aHHOCTH HE BXOJHUT padoTa ¢ MHPOPMALINH, HAXOISAICHCS Ha HEM.

5.11.3. CpencrtBa uaeHTU(GUKAIUH U AYTCHTU(DUKAIIH TOJIh30BaTEICH



B nensix mpenoTBpaeHus paboThl ¢ pecypcamMu HHPOPMaINOHHBIX cucTeM OpraHN3anuuIIoOCTOPOHHUX JTHIL
HEOOX0AMMO 00ECHEeYnTh BO3MOXKHOCTB PACHO3HABAHMS KAXIOTO JIETaJbHOTO IIONB30BATENs (WM TPYHI
nonb3oBaresneit). [ uaeHTHHUKAKY MOTYT HPHUMEHSTHCS Pa3IMdHOTO POJa yCTPOWCTBA: MarHUTHBIE KapTOUKH,
KITFOYH, KITIOYEBbIE BCTABKH, IUCKETHI U T.I1.

Ayrtentudukanys (MoATBEp>KACHIE OATMHHOCTH) MOJIb30BATENEH TAKXKE MOXKET OCYIIECTBIIATHCS:

- ITyTEM TPOBEPKH HAIUYHUS y TOJIB30BATENCH KAKHX-THOO CHENHANBHBIX YCTPOMCTB (MAarHUTHBIX
KapTOYeK, KII04Yel, KIIFOUeBbIX BCTABOK U T.J1.);

- ITyTeM NPOBEPKH 3HAHUS UMH IapoJIeH;

- ITyTEM NTPOBEPKH YHUKAIBHBIX (PU3MUYECKUX XapaKTEPUCTHK U TapaMeTPOB CAMUX I0JIb30BaTeNeH IpU
TIOMOIIIY CIIEIHAIEHBIX OHOMETPUYECKUX YCTPOHCTB.

5.11.4. CpencrBa pasrpaHuueHHs TOCTyIa

30HBI OTBETCTBEHHOCTH U 33J]a4ll KOHKPETHBIX TEXHUYECKHX CPECTB 3alUThl YCTAHABIUBAIOTCS UCXOS U3
MX BO3MOXXHOCTEH M 9KCIUTYaTAlMOHHBIX XapaKTEPUCTHK, OIIMCAHHBIX B TOKYMEHTALNH Ha JAHHBIE CPEICTBA.

TexHU4ecKHe cpencTBa pa3rpaHUUEHHS JOCTYTIA JOJDKHBI [0 BO3MOXKHOCTH OBITh COCTABHON YaCThIO EAMHON
CHCTEMBI KOHTPOJISI OCTYIIA:

- Ha KOHTPOJIUPYEMYIO TEPPUTOPHIO;

- B OT/AENBHBIC TOMEIICHHUS;

- K KOMIIOHEHTaM HWH(QOpManMOHHON cpenpl OpraHu3alMuy  DJIEMEHTaM CHCTEMbl 3allUThI
NepCOHAIBHBIX JaHHBIX ((pU3NUecKuii oCTyI);

- K MH(QOpMaLMOHHBIM pecypcaM (TOKyMeHTaM, HocuTessiM HHdopmanuu, ¢aiiinam, HabopaM JaHHBIX,
apxuBaM, CIIpaBKaM H T.1I.);

- K aKTHBHBIM pecypcaM (TIpUKIaJHbIM IIporpaMMam, 3aj1a4aM U T.11.);

- K OIIEpallMOHHON CUCTEME, CUCTEMHBIM POrpaMMaM M IporpamMMam 3aiiuThl.

5.11.5. CpenctBa obecrieueHNs] 1 KOHTPOJIA [IEIIOCTHOCTH

CpencrBa obecrieueHUsI LEITOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpEICTBA PE3CPBHOTO KONMHMPOBAHUS,
MpOTpaMMbl AHTHBUPYCHOM 3aIlUTHI, IPOIPaMMBI BOCCTAHOBJIICHHUS IIEIOCTHOCTH OIEPAIIMOHHOW cpensl W 0a3
JTAHHBIX.

CpenctBa KOHTpOJII IIEJTOCTHOCTH HMH(OPMAIMOHHBIX pPECYpCOB CHCTEM IpEIHA3HAYCHBI IS
CBOEBPEMEHHOI'0 OOHApyKeHHs] MOAM(DUKALNY MM MCKKEHHs pecypcoB cucteMbl. OHU TO3BOJISIOT 00eCrednTh
NPaBIILHOCTh (PYHKIIMOHUPOBAHHS CUCTEMBI 3aIIUTHI U LIEJIOCTHOCTh XPaHUMOM 1 00pabaTsiBacMoii HH(OPMALIHH.

KonTtponb wnenoctHoctr WHQOpMANMK W CPEINCTB 3alIMTHI, C LEJIbI0 O0ECHEeYCHUS] HEU3MEHHOCTHU
MH(QOPMALMOHHOI  cpellpl, OmpeneNsieMOod NpPeIyCMOTPEHHOW TexHonorueld oOpabOTKM, W 3aIUUTBl  OT
HECaHKIIMOHUPOBAHHOI MO (UKAIMY IEPCOHANBHBIX JTAHHBIX JOJDKEH 00€CIeYrBaThCs:

- CPeACTBAMH pa3rpaHMYEHUs J0CTymna (B IOMEUICHUs, K JOKYMEHTaM, K HOCUTEJIsIM HH(opManum, K
cepBepam, JIOTHIECKUM YCTPOMCTBAM H T.II.);

- CpeACTBaMU 3JIEKTPOHHOM IOIHCH;

- CPEACTBaMH T10JICUeTa KOHTPOJIBHBIX CYMM (JUISL HCTIOIB3YEMOTO IIPOTPaMMHOTO 00ECIEUeHUS).

5.11.6. CpenctBa onepaTHBHOTO KOHTPOIISA M PETUCTPAIIMU COOBITHI O€30MacHOCTH

CpencrBa 00BEKTHBHOTO KOHTPOJISL IOJDKHBI 00€CHeYNBaTh OOHApYXEHUE W PETUCTPAIUIO BCEX COOBITHIT
(meficTBuii monp3oBaTenelt, monsiTok HCJ u T.11.), KOTOpBIE MOTYT HOBJEYh 32 COO0I HapymeHHe 0e30IacHOCTH U
MPUBECTH K BO3HHMKHOBEHHIO KPHU3WUCHBIX CHTYyallMid. AHaJIU3 COOpPaHHON CpeJCTBAMM pEervcTpaluu WHpopMaluu
M03BOJISIET BBISIBUTH (DAKThI COBEPIICHHS HAPYIICHHUH, MX XapaKTep, M0JICKa3aTh METO]] €r0 PaccieIOBaHusI U CIIOCOOBI
MOMCKAa HapYILIMTEIsl W MCIpaBlieHus: cuTyauud. CpeicTBa KOHTPOJISI M PErHCTPalUH JOJDKHBI HPEIOCTaBISTh
BO3MOXKHOCTH:

- BEJICHUS M aHAJIN3a )KYPHAJIOB PErUCTPAIH COOBITHI 6e30MMacHOCTH (CUCTEMHBIX JKYPHAJIOB);

- MIOJTy4eHHs TBEPJIOH KOIMH (II€UaTH) XKypHalla perHCTpaliy coOOBITHH 0€30MacHOCTH;

- YIIOPSOYCHHUS JKyPHAIIOB, @ TAK)KE YCTAaHOBJICHHSI OTPaHWYEHHUH HAa CPOK MX XPaHEeHNS;

- OTIEPaTHBHOTO OIOBEIIEHHS OTBETCTBEHHOTO 332 OPraHU3ALUI0 0OpabOTKH MEPCOHAIBHBIX JAHHBIX O
HapyIICHUSX.

Hpn perucTpanuy coObITHI 0€30MaCHOCTH B )KypHaJIe JOJDKHA (PUKCUPOBATHCS CIeIyIoIas HHPOPMAIHS:

JaTa v BpeMsi COOBITHSI;
- HACHTUPHUKATOP CyOBEKTa, OCYIIECTBIIONIETO PETUCTPUPYEMOE IeHCTBHE,
JeiicTBue (THI JOCTYIIA).

5 12. Kourpoib 3¢ (HeKTHBHOCTH CUCTEMBI 3aI[HThI

KoHTponb 3 PEeKTUBHOCTH 3alIUThI MEPCOHAIBHBIX NAHHBIX OCYIIECTBISIETCS C LENbI0 CBOEBPEMEHHOIO
BBISIBJICHUSI M MIPEIOTBPAILCHHUS YTEUKH NIEPCOHAIBHBIX JIJAHHBIX 32 CUET HECAHKI[MOHMPOBAHHOTO JOCTYIIA, a TAKXKe
MPEYNPEXICHUST BO3MOXKHBIX CIICIMAIBHBIX BO3ACHCTBUH, HANPABICHHBIX HAa YHHYTOXKCHHE HEPCOHAIBHBIX
JIaHHBIX, pa3pylIeHHe cpeacTB HHpopMaTH3au. KOHTPOIIb MOKET MMPOBOAMTHCS NPHUBIEKAEMBIMH JUIS STOW LETH
OpraHM3alsIMH, UMEIOIIMMH JIMIEH3HIO Ha 3TOT BHUJ JEITEILHOCTH.



Ornenka 3pPpEeKTHBHOCTH Mep 3aIIUTHI IEPCOHANBHBIX JAHHBIX IIPOBOAMTCS C UCTIOIB30BAaHIEM TEXHUIECKUX
1 IIPOTPaMMHBIX CPEACTB KOHTPOJIS Ha TIPEIMET COOTBETCTBHUS YCTAHOBIICHHBIM TPEOOBAHMUSM.
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